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27.03.03 CucreMHbIii aHAJIN3 U YIIPABJICHHE
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1. Heap u 3aaa4yu jucuuniinHbl «be3onacHocTs HHPOPMALTMOHHBIX CHCTEM M
3alMTa HHpopManuu»

Hlenu oceoenua oucyunaunvt «bezonacnocmv unghopmayuonuvlx cucmem u

3auuma ungopmayuu»’

epopMHpoBaHNEe y OOydYarONIUXCS IIEJOCTHOM CHUCTEMbl 3HAHHMU B 00JIacTH
MH(OPMAIIMOHHONW 0€30MacCHOCTH Kak (pyHIaMEHTadbHOW 0a3bl MHPOPMALMOHHOM
KyJbTYpbl BBICOKOOOPA30BAHHON JTUYHOCTH;

epopmupoBanre y OOydYaromIMXcs MPAKTUYECKUX HABBIKOB IO 3allUTe
uHpOpMAIK, HEOOXOAUMBIX  aisi  (OPMUPOBAaHUS W pPa3BUTHI  psaa
npodeccuoHaIbHO BaXKHBIX KAUECTB;

Ilepeuensb kKoMneTeH Ui, pOPpMHUPYEMBIX B IIpoLecce H3yUeHHU S
AucHuIUINHbI «be3onacHocTh HH(POPMALIMOHHBIX CHCTEM M 3alIUTa HH(oOpManumn»

Komnerenuun Copnep:xanue

MK-2 CIOCOOHOCTH AKCIUTYaTHPOBATh CUCTEMBI YIIPABIEHUS, IPUMEHSTh
COBPEMCHHBIC HHCTPYMCHTAJIBHBIC CPEACTBA U TCXHOJIOTUH
MPOTPaMMHUPOBAHUS Ha OCHOBE TIPO(PECCHOHATBLHOM TOITOTOBKH,
o0ecIeunBaroNINe perIeHne 331a4 CHCTEMHOTO aHAIM3a U YIIPaBICHUS

3aoauu oucyunaunvt «bezonacnocmev ungopmayuonnvix cucmem u 3auiuma
UH@opMmayuu»:

e chopMHpOBaTh 3HAHUE CTPYKTYpbl U OCHOBHBIX TIOJOKEHUA CHUCTEMBI
3aIUTHI TOCYJaPCTBEHHOM TalHBI;

e chopMHpOBaTH 3HAHUE  OCHOBHBIX KaHAJOB  pealu3aldid  yrpo3
0e3omacHOCTH HH(POPMAITUH;

e chopMupoBaTh 3HaHHE 0A30BBIX METOJOB M CPEJICTB 3aIIUTHI MH(POpMAITUU
OT HECAaHKIITMOHHUPOBAHHOTO JOCTYIA;

e chopMHpOBaTH 3HAHUE COBPEMEHHOTO  COCTOSIHMSI  KOMITHIOTEPHOU
MPECTYITHOCTH W OTBETCTBEHHOCTH 3a HapYyIICHUS W TMPECTYyIUIeHUs B cdepe
nH(OPMAITMOHHON 0€30TTaCHOCTH.

® YMEHHE OpPHUEHTHUPOBATHCS B HOPMATHMBHO-TIPABOBOM 0a3e M CTaHIapTax B
obnacTi nHGOPMAIIMOHHOM 6€30MaCHOCTH U 3aIUTHl HHPOPMAIIUH;

® yMEHHE UJICHTU(DHUIIMPOBATH OCHOBHBIC YTPO3bI O€30MACHOCTH COBPEMEHHBIX
WH()OPMAITMOHHBIX CUCTEM,

® YMEHHE CO3/aBaTh 3alIWIICHHBIC YYETHBIC 3alMUCH W  3allHIIATh
AIEKTPOHHBIE TOKYMEHTHI,

® YMEHHE KIACCH(PUIIMPOBATH KOMIIBIOTEPHBIE TPECTYILIICHUS.




2. IlepeyeHpb JIAaHUPYEMBIX Pe3yJbTATOB 00y4EeHUs AMCHHUILIMHBI
«be3onmacHoCThL MH(POPMALMOHHBIX CHCTEM M 3alllMTa HH(popManumn»,
COOTHECEHHBIX C IVIAHUPYEMBIMH pPe3yJIbTATAMH OCBOCHHMS 00pa30BaTe/IbHOM
IPOrpaMMbl

Nuaukatopbl JOCTHKEHUS KOMITETCHIIUU

[Tnanupyembie pe3ynbTaThl O0yICHHS
110 JUCUUILIMHE

Kareropus (rpynna) o6menpogeccuoHaJbHbIX KOMIIETEHINI: IKCITyaTallus CHCTEeMHO-
AHAJIMTHYECKMX KOMILJIEKCOB U HX KOMIIOHEHT

Brnaneer HaBbikamu cbopa, 0000LIIEHUS U
aHann3a OOJIBIINX TAHHBIX, 3AIUTHI
nH(OpMAIINH, HCTIOB3Ysl COBPEMEHHBIE
WHCTpyMeHTalbHbIe cpescTa [1K-2.3

3Haer

CTPYKTYpPhl U OCHOBHBIX IOJIO)KEHUN CHCTEMBbI
3alIUThl TOCYJApCTBEHHOW TAailHbl, OCHOBHBIX
KaHaJOB pealu3aluyd yrpo3 0e30IacHOCTH
uHpopmanuy, Oa30Bble METOABI M CpEICTBa
3aIHTHI uH(popMauu oT
HECaHKIIMOHUPOBAHHOTO JOCTYyTIa,
COBPEMEHHOTO  COCTOSIHUSI ~ KOMIIBIOTEPHOM
INPECTYNIHOCTH ¥ OTBETCTBEHHOCTH  3a
HapylleHus W  T[pecTyruieHus B cepe
nH(popmanmoHHoi 6e3omacHoctr [TK-2.3

VYmeer

UICHTHU(QHUIIMPOBATH OCHOBHBIC YIPO3bI
0€30MacCHOCTH COBPEMEHHBIX HH(POPMAITMOHHBIX
CHCTEM, CO3/1aBaTh 3allIUIICHHBIC YICTHBIC
3aIlTUCH | 3allIAIIATh JIEKTPOHHBIE TOKYMEHTHI,
KJIacCU(UIIPOBATh KOMITBIOTEPHBIE
npectyrienus [1K-2.3

3. Mecto iucuuminHbl «be3onacHocTh HHPOPMAITMOHHBIX CHCTEM M 3aIUTA
uHpopmanuu» B ctpykrype OITOII

JIucumrinHa ~ OTHOCHUTCS K

yactd, (OpMUPYEMOH  Yy4aCTHHUKAMHU

o0Opa3oBaTeIbHBIX OTHOIICHUH OCHOBHOW MPOQECCHOHATBLHON 00pa30BaTEIBHOM
nmporpaMmMbl OakanaBpuaTa IO HarpaBiieHHt0 moAroToBkU 27.03.03 -CucteMHbIN
aHaJIM3 ® YOpaBIIEHUE HampaBlieHHOCTh (mpodmis) CHCTEMHBI aHAIW3 |
VIPaBICHUE B OPTaHU3AIMOHHO-TEXHUIECKUX CUCTEMaX.

4. CTpyKTYypa M coaepkaHue TUCHUILIUHBI «be3onacHocTh
UH(OPMALMOHHBIX CHCTEM U 3aLIUTA HHPOPMALMU»

OO6mast TpyI0eMKOCTh JUCITUILINHBI COCTaBIsACT 3 3adeTHbIe eauHUIbI, 108

qaCoOB.




4.1 PacnpenesieHue TPy10eMKOCTH Y4eOHOH ucuuiuinabl «besonacHocTh
HHG(OPMALMOHHBIX CHCTEM M 3alIUTA HHpopManum» 110 04HOI popme
o0yueHus 1 BUAaM padoT

TpyroeMKoCTb
B OHOI1 pad
uJ yaeOHOoW paboThI pe. ac. celvéecm

OO01ast Tpy1I0eMKOCTh JAUCITUIUIMHBI IO Y4eOHOMY TIIaHy 3 108 108
KonraktHas pa60Ta, B TOM YHUCIJIE: 54 54
AyAUTOPHBIE 3aHATHS 54 54
Jlexkuuu (JT) 20 20
[pakTuueckue 3ausatus (I[13) 34 34
CamocTosTeasnas pabora (CPC) 54 54
3aver ¢ oueHKoi + +

4.2 Paznennl U TeMbl JUCHUILTHHBI «be3onacHocTh HHPOPMAIMOHHBIX CHCTEM
U 3a1UTAa HH(POPMALMU» U BUAbI 3aHATHI
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Pazoen 1. Ilonamutinwviti u memoooiocuieckuti annapam, HoOpMamueHas 6aza u cmaHoapmol 8 ooiacmu
UHGOPMAYUOHHOU DE30NACHOCIIU U 3AWUMblL UHpOpMaAyUU

1. |Tema 1. [ToHATHIHBIIA U METOMOIOTUUYECKUI 14 4 4/4%* 6
amrmapar, HopMaTuBHas 0a3a ¥ CTaHIAPTHI B
obsactu nHOOPMAITMOHHON 0€301TaCHOCTH 1
3al(UThl HHQOpPMAIHK

2. |Tema 2. Cucrema 3alIUThHI TOCYAaPCTBEHHOM 12 2 4 6
TaiiHbl B PO

Paszoen 2. Kananvl peanuzayuu yepos bezonacnocmu ungopmayuu

3. |Tema 3. KaHanbl CUIIOBOTO IECTPYKTUBHOTO 8 2 6
BO3/IEWCTBUS HA HH(POPMALIUIO
4. |Tema 4. TexHuueckue KaHalbl YTEUKU 8 2 6
uHpopMauU
5. |Tema 5. Herpaauunonubie HHGOPMAITUOHHBIE 12 2 4 6
KaHaJIbl
Pa3zoen 3. Memoowt u cpedcmea 3awumol uHdopmayuu om HeCaHKYUOHUPOBAHHO20 OOCMYNA
6. |Tema 6. Kpunrorpapuueckas 3ammura 20 2 12 6
uHpOpMaIUU
7. |Tema 7. MeTo/ibl U cpesiCTBa pa3rpaHUUEHUS U 12 2 6 6

KOHTPOJIS IOCTyIa K HHPOPMaLuU

Paszoen 4. Komnwvromepnas npecmynnocms, 0meemcmeeHHOCMb 3d HapyuleHUs U npecmynjienus 8 cjepe




UHGDOPMAYUOHHOU Oe30naACHOCmU

8. |Tema 8. KoMmbroTepHasi MpeCTyIHOCTb 12 2 4 6
9. |Tema 9. OTBETCTBEHHOCTD 33 HAPYIICHUS U 10 2 6
IpecTyruieHus B cepe HHPpOpMaMoHHON
0€30MacHOCTH
10. |3auer c oueHKOH + +
Hroro 108 20 34/4* 54
*

*  npakmuueckas no020mMo6Ka Npu peanusauuu  OUCUUNIUH OP2AHU3YEMCA Nymem
npogedeHus  NPAKMUYECKUX U  CeMUHAPCKUX  3aHAmMuUll, J1a00pamopHulx  pabdom,
npedycmampuearowiux yuacmue o00y4arnouiuxca 6 GblNOJIHEHUU OMOENbHbIX INEeMEHM 08
paodom, ceazannwix ¢ Oyoyuieit npogeccuonantbHou 0esameabHOCHbIO

** 20e 2 yaca — npakmuueckas n0020MoeKa

4.3 TemaTuyecKkui NJIaH AJ151 00y4YaOIMXCS

PA3JIEJI 1. HIOHATUMAHBIA 1 METOJIOJIOT MYECKHM
ATIITAPAT, HOPMATHUBHAS BA3A 1 CTAHJIAPTHI B OBJIACTH
WHPOPMAIIMOHHOM BE3OITACHOCTH U 3AIIIUTHI
WHO®OPMAIIAU

Tema 1. IloHATHITHBIA ¥ METOA0JOTMYECKHI anNmapaT, HOPMATHBHAS
0a3a U cTaHAAPTHI B 00/1acTH HHPOPMAIIMOHHOM 0€30MACHOCTH U 3AIUTHI
UH(poOpMAUID)

Jlekumus. OcHOBHBIE TepMHMHBI W ompenesieHuss B cdepe UHGPOPMAIMOHHON
Oe3zomacHOCTH MW 3amuThl  MHpopmanuu. «Jlanmmadt»  wHOOPMAIMOHHON
0e30macHOCTU: B3aUMOJICHCTBHE 0a30BBIX DJJIEMEHTOB Teopuu. HopmaTtusHO-
npaBoBas 6a3a W cTaHIApPTHI B 00J1aCTH MH(POPMAITMOHHOW 0€30MaCHOCTH W 3aIlUThI
uHdOpMaIHH.

IIpakTuyeckass moaroroBka. CemMaHTHYECKH aHaMM3 0a30BBIX IOHATHIA
npeaMmeTHod  obmactu.  [lpenmeTrHwlii  aHanmuM3  cTaHZApTOB B o0yactu
nH(OPMAITMOHHON O€30MaCHOCTH U 3aIUTHl HH(POPMAIIHH.

CamocrosiTeibHasi padora. AOCTpakTHas MOJEJIb CHUCTEMBI 3alllUThI
uHdopMaIu: OCHOBHbIE TMOHATHA. OCHOBBI (OPMANIBHOW TEOPUU  3ALTUTHI
uHdopmarmu. Mojaenu AUCKPEIHMOHHOTO J0cTyna. Mojaenu MaHAaTHOTO JOCTyTa.
Ponessie momenu moctyma. Mogenu 6e30macHOCTH WHOOPMAIIMOHHBIX TMOTOKOB.
AKXTBI peTyaTopoB B cdepe 3aiuTsl HHHOpMAIUU

PexomeHnayemasi aureparypa

ocHoBHas: [1,2]

nomoyiHuTeNbHas: [1]

Tema 2. Cucrema 3a10MThI TOCYAAPCTBEHHOH TallHbI B PD

Jlekumsi. 3akoHonarenscTBO Poccuiickoit ®denepanun O TrocyaapCTBEHHOU
taiiHe. [lepedyeHp CBENEHMI, COCTABIAIOIIMX TOCYJAPCTBEHHYIO TaiHy. (CTeneHu
CEKPETHOCTU CBEJCHHN W TpUdBI CEKPeTHOCTH Hocurteneil. Ilopsmok oTHeceHus




CBEICHUNA K TIOCYAapCTBEHHOM TalHE. J[ONyCK MOJDKHOCTHBIX JIMII UM TPaXKIaH K
rocyJapCTBeHHOW TaiiHe. CTpYKTypa CHCTEMBI 3aIlMThl I'OCYIAPCTBEHHON TaWHBI.
OTBETCTBEHHOCTh 32 HapyLICHHs 3aKOHOJATENbCTBA B  00JIaCTU  3aLIUTHI
rOCyJapCTBEHHOW TaWHBbI.

IIpakTnyeckoe 3ausaTue. IHCTUTYT «TaliHBD) B POccuiickoM
3aKOHO/JIATEJIbCTBE.

CamocrostenbHast padora. Kpartkas wucropus 3amutbl HHGOpPMAIUU B
Poccun.

Pexomenayemasi aiureparypa

ocHoBHas: [1,2]

JomnoyiHuTeNbHas: [1]

PA3JAEJI 2. KAHAJIbI PEAJIM3ALIMU YI'PO3 BE3OITACHOCTH
NHOOPMAIINN

Tema 3. KaHajibl CHJI0BOT0 1eCTPYKTHBHOIO BO3/1eliCTBUS HA
HH(OpMALHIO

Jleknmusi. Kanan cunoBoro jgectpyktuBHoro BosaeiictBus (CJ/IB) Ha
uHdopMmanuio 1o cetu ekrponutanus. Kanan CJIB no npoBoaHsiM mHUSAM. Kanan
CIB no «dupy». Kmaccuduxanus cpeacts CJAB. Pexomenpmanum mo 3ammre
KOMITbIOTEpHBIX cucTeM oT C/IB.

CamocTosiTeqibHAsi padoTa. DIJIEKTPOMArHUTHBIM CHEKTP KaK MCTOYHHK
BO3/ICHCTBUA Ha HH(OpMAIUIO

Pexomenayemasi aureparypa

ocHoBHasi: [1,2]

AomnosHuTeNnbHas: [1]

Tema 4. Texnndeckue KaHaJbl YTe4KH HH(OPMALIMH

Jlekmus. Krnaccudukanmss TeXHUYECKUX KaHAJIOB YTEUKH HWHOOpMAIHH.
Mogens u crioco6sl yreuku mo kanaimy [IDOMHWH. Monenbs u ciocoObl yTEUKH 10
paanokaHany. Mojenb U crocoObl YTEUKH IO dJEKTPUUYECKOMY KaHaimy. Mojenb u
CIIOCOOBI YTEUKHU 1o aKyCTHUYECKOMY (BUOpOAKyCTHYECKOMY,
aKyCTORJICKTPUYECKOMY) KaHaly. Momenb W cmocobsl yTeuku 1o BU-kanamy.
Mogenb 1 criocoObl YTEUKH M0 ONTHYECKOMY (aKyCTOONTUYECKOMY) KaHAaIYy.

CamocrosTenbHasi padora. Cpenctsa oOHApYKEHHUSI TEXHHUUYECKUX KaHAJIOB
yreukn uH(popmaruu. CpenctBa MNPENSATCTBOBAHUS yTeuke HHGOPMAIMH IO
TEXHUYECKUM KaHajlaM. OJEKTPOHHBbIE YCTPONCTBA HETJACHOIO  IMOJYYEHHUS
uHQOpPMAITMHN:  <OKYYKW»,  3aliCHIBAIONIIME  YCTPOWCTBA,  IMOJCITYIIMBAIOIINC
ycTpoiicTBa. OTBETCTBEHHOCTh 3a HE3aKOHHBIM OOOpPOT CHEIUATbHBIX TEXHHUUYECKUX
CPEACTB, IPEeAHA3HAUYCHHBIX JJIsI HETJIACHOTO MOJy4YeHUsI HHPOpMAITUH.

PexomeHnayemasi aureparypa

ocHoBHas: [1,2]

JornoJiHuTeNbHas: [1]

Tema 5. Herpaaguunonnbie MHGOPMANMOHHBbIE KAHAJIbI



Jleknmusa.  Ilonstue u  o0oOmIEHHasT  MOJEIb  HETPAJUIIMOHHOTO
MH(OPMAIIMOHHOTO KaHana. MeToapl COKphITHS MH(POPMALIMK B TEKCTOBBIX (pailiax.
Metonbl COKpbITHS HMHPOPMALMM B 3BYKOBBIX (aillax. Meroabl COKpBITHS
uH(popmaluu B rpadpuueckux (ainax.

IpakTnuyeckoe 3ansitue. CokpbiTUE UHGOPMAIIMHU B TICYATHOM TEKCTE.

CamocrosTenbHasi padora. MeTonbl COKpBITUS HH(POPMALMU B CETEBBIX
naketrax. MeToJibl COKpbITHS MHGOPMALIMKU B UCTIOJTHAEMBIX (aitinax

Pexomenayemasi aureparypa

ocHoBHas: [1,2]

nonoaauTenbHas: [1,3,4]

PA3JAEJ 3. METOIbI U CPEJACTBA 3AIHIUTHI THOOPMALIUU
OT HECAHKIIMOHHUPOBAHHOI'O JOCTYIIA

Tema 6. Kpunrorpadpuueckas 3ammura uagopmanuu

Jlekumss. Mogens kpuntocuctembl. Mcropuorpadust u  KiaccCUpUKAIHS
mudpos. [Ipumepsl  kpunrorpaduueckux aaropuTMoB. Kpunrtocucrema ¢
CUMMETPUYHBIMUA U HECUMMETPUYHBIMH KITFOYAMH.

IpakTnueckoe 3ansitue. Kpunrorpadus u kpunrtoananus mudpoB
nepectraHoBku. Kpunrorpadus w kpunroaHanu3 mu(poB TMPOCTOH 3aMEHBI.
Kpunrtoananmu3 mmdpa Buxenepa. Kpunroananuz Omounoro mmppa AES.
Kpunrorpadus ¢ OTKpHITHIM KITFOUOM: aTaku Ha aaroputm RSA.

CamocTosiTesibHasi padoTa. DIEeKTPOHHAS OAIHUCH

Pexomenayemasi aureparypa

ocHoBHasi: [1,2]

fomonHuTenbHas: [1,2]

Tema 7. MeToabl ¥ CpeACTBA PAa3rPAHUYCHHUS] U KOHTPOJISA J0CTyNA K
HH(popMaAIHHU

Jlekums. [lpouenypa naeHtudukamnmm, ayreHTuGUKAIIU U aBTOPU3AITIH.
Cucrtema napoJMpoBaHUsL.

IIpakTuyeckoe 3ansaTue. Co3laHue 3alUIICHHBIX YYETHBIX 3alUCEe. 3amuTa
ANEKTPOHHBIX TOKYMEHTOB.

CamocrosiTeibHass pabora. CucreMa KOHTPOJIS W YHOPABJICHUS JOCTYIIOM
(CKY ). Cucrema oxpaHsl iepuMeTpa

PexomeHnayemasi aureparypa

ocHoBHas: [1,2]

nornoyiHuTeNbHas: [1]

PA3JIEJI 4. KOMIIBIOTEPHASA ITPECTYIIHOCTD,
OTBETCTBEHHOCTD 3A HAPYIIEHUSA U ITPECTYIIVIEHUSA B
C®EPE UH®OPMAIIMOHHOM BE3OIACHOCTH

Tema 8. KomnbrorepHasi npecTynHOCTb



Jlekumsa. Knaccudukanuss  KOMOBIOTEpHBIX — npecTymieHud.  [loHstue
KOMIIBIOTEPHOM  IpecTymHOCTH. MacmTaObl ¥ OOIIeCTBEHHAass  OMACHOCTb
KOMITbIOTEPHOM MPECTYNMHOCTH. BUbI 1 CyOBEKTHl KOMIIBIOTEPHBIX MPECTYILIICHUI.

IIpakTnueckoe 3ansatue. Konudukarop Uurepnona.

CamocrosTenbHass pabGora. Crneunduka paccieloBaHUs KOMIIbIOTEPHBIX
[IPECTYILICHU N

Pexomenayemasi aureparypa

ocHoBHas: [1,2]

JomoJIHUTeNbHAs: [1]

Tema 9. OTBeTCTBEHHOCTH 32 HAPYIIIEHHSI M MIPEeCTYIUIEHUs B cpepe
HHGOpPMaLMOHHOI 0€301TaCHOCTH

Jleknusa. JlucuurniauHapHas OTBETCTBEHHOCTh 3a pa3IUIalllCHHE OXpaHsSeMOu
3aKOHOM TaWHbl. AJIMUHUCTpPAaTHBHAs OTBETCTBEHHOCTh 3a HapyIlleHus B cdepe
uHDOpMAIIMOHHONW  0e30MacHOCTH U 3amuThl  MHpopmanuu.  YToJOBHAs
OTBETCTBEHHOCThH 3a MPECTYIICHUS B Chepe KOMIBIOTEPHOU UHPOPMAITUH.

CamocrosiTeibHass paGora. I[IpaBa perynsiTopoB B 4YacTH HaJIOKEHUS
aIMUHUCTPATUBHBIX B3bICKAHWUW 3a HapylmieHus B cdepe HHOOPMAIMOHHON
0€301acCHOCTU U 3alTUThl HHGOPMAITUU

Pexomenayemas aureparypa

ocHoBHasi: [1,2]

AomoHuTeNNbHas: [1]

5. MeToanyeckue peKOMEHIANUH M0 OPraHN3AIUM U3YyYeHHUs TUCIHUIINHBI
«be3onmacHocTh HHGPOPMANMOHHBIX CHCTEM M 3alIIUTA HH(OPMALUN>»

[Ipn peanusauuu nporpaMMbl JUCHUIUIMHBL «ba3bl TaHHBIX» UCIOJIB3YHOTCA
JIEKLIMOHHBIE U TPAKTUYECKUE 3aHATUSL.

OOMmuUMU TeNISIMH 3aHITAN SBIISIOTCS:

— 0000ImeHre, cucTeMaTu3amus, yriayolleHHe, 3aKpeIuieHHE TEOPETHUYCCKUX
3HAHHM 110 KOHKPETHBIM TE€MaM JTUCIHUILTAHBI;
— ¢dopMHUpOBaHUE YMEHHI TPUMEHSITh TIOJYYCHHBIE 3HAHHWS Ha TIPAKTHKE,
peanu3anus eJMHCTBA UHTEIUICKTYaIbHON U MPAaKTHUECKOU IeATeITbHOCTH,
— BBIpA0OTKA MPU PENICHUH MMOCTAaBIECHHBIX 33/7a4 MPOo(eCcCHOHaTbHO 3HAYMMBIX
KauecTB: CaMOCTOSITEIbHOCTH, OTBETCTBEHHOCTH, TOYHOCTH, TBOPYECKOMU
WHUIUATUBBI.

[enstmMu TeKIUN SABISIOTCS:
— CHCTEMATH3UPOBAHHBIE OCHOBBI HAYYHBIX 3HAHUH MO MUCIUILINHE, PACKPHIBATH
COCTOSIHUE W TEPCIEKTHBBI PA3BUTHS COOTBETCTBYIOIIEH 00JIaCTH HAyKU W
TEXHHKHU,;
— KOHIICHTPHUPOBATh BHUMAHWE OOYYAIOMIMXCS Ha HAaUOOJIee CIONKHBIX U y3JTOBBIX
BOIIPOCAX;
— CTUMYJIMpPOBAaTh WX  aKTUBHYK  [IO3HABATEIBbHYIO  JCATCIBHOCTH |
CII0COOCTBOBATH (HOPMHUPOBAHUIO TBOPUYECKOTO MBITUICHHSI.



B xome mnpakThueckoro 3aHATHS O0OECIIEUYMBACTCS TIPOIECC AKTHBHOTO
B3aMMOJACHCTBHS ~ oOydalomuxcs C  T[penojaBaTelieM;  MpuoOpeTaroTcs
MPAKTUYCCKUE HABBIKM W yMEHHS. llenmn MpakTUYecKOTo 3aHATHS: BhIPAOOTKA
MPAKTUYCCKUX YMEHUH WM TPUOOPETCHHWE HABBIKOB, 3aKPEIUICHHE MPOUIECHHOTO
MaTepualia 1o COOTBETCTBYIONIEH TeMe TUCIUIUIAHEI.

CamocTtosTenbHass paboTra oO0ydyarIIMXCsl HaMpaBieHa Ha YIiyOJieHHEe W
3aKpeIUICHUE 3HAHWW, TOJYYCHHBIX HA JICKIUAX M JPYTHX 3aHITHSAX, BBEIPAOOTKY
HABBIKOB CaMOCTOSITEIILHOTO aKTHUBHOTO TMPHOOPETCHHSI HOBBIX, JOMOJHUTEIBHBIX
3HAHHH, TOATOTOBKY K MPEACTOSIIUM 3aHITHSIM.



6. OueHouHble MaTepHAJIbI N0 AUCHUILIHHE «be3onmacHocTh
UH(POPMALMOHHBIX CHCTEM U 3aILUTA HH(POPMALMU

Texylmuii KOHTPOJIb YCIIEBAEMOCTH 00ECIIEUNBAET OLICHMBAHUE XOAa OCBOE-
HUSI JUCLUIUIMHBI, IPOBOAUTCS B COOTBETCTBUU C COACPKAHUEM JUCLUIUIMHBI 110
BUJIaM 3aHATHI B popMe onpoca / TECTUPOBAHMSL.

[IpoMexyTouHas arrectanus OOECHeYMBAET OLICHMBAHUE MPOMEKYTOUHBIX
Y OKOHYATEJbHBIX PE3YyIbTaTOB OOYUEHHUS MO TUCUUIUIMHE, IPOBOAMUTCS B (hopme
3a4eTa ¢ OLIEHKOM.

6.1. IIlpuMepHbIe OLlEHOYHbIE MATEPHAJIBI:
6.1.1. Texkyuero KOHTpoOJIst

Tunosbie BONpPOCHI g 0npoca

Ilo Teme 1:
— JaiiTe Ompe/eICHMe OCHOBHBIM TEepMHUHAM B cdepe uHOpMaIMOHHON
0€30MacHOCTH u 3aIUTHI uHdopMaru (yrpo3a, ySI3BUMOCTD,

KOH(UICHITMATBHOCTD, 1IEJIOCTHOCTh, JOCTYITHOCTB);

— HA30BUTE OCHOBHBIE CTaHAApThl B  oOjactu  HWHGOPMAIMOHHOMN
0€30MacHOCTHU U 3aIUThl HH(POPMAIINH;

— HA30BUTE pPETYISATOPOB B cdepe 3amuThl MHPOPMAIMM U HX OCHOBHBIE
HOPMAaTUBHO-TIPABOBBIE aKThl;

— MEPEYUCIIUTE U TaTe ONPENEIECHUE OCHOBHBIM MOJESAM JIOCTYTIA.

ITo Teme 2:

— NEPEYUCIIUTE AIEMEHTHI CTPYKTYPhl CUCTEMBI 3AIIHUTHI TOCYAAPCTBEHHOMN
TalHBbI,

— HA30BHUTE PETYIATOPOB B cepe 3alIUThl TOCYAAPCTBEHHON TaliHbI U 30HbI
UX OTBETCTBEHHOCTH;

— NEPEYHCIIUTE TMOPANOK JOMyCKa JOJDKHOCTHBIX JIMII M TpaxkIaH K
roCy/1apCTBEHHOM TaWHE;

— HA30BUTE 3aKOH, PETYJUPYIOMIMA OTHOIICHWS B OO0JACTH  3aIllUTHI
rOCyJapCTBEHHOM TalHBI, 1 €r0 OCHOBHBIE HOBALIHH.

Io teme 3:

— HA30BHUTE THUIIBI KAaHAJOB CHUJIOBOTO JECTPYKTUBHOI'O BO3JIECHCTBUS Ha
WH()OPMAITMOHHYIO CHCTEMY;

— MNEPEYHCIIUTEe MYTU MPOHUKHOBEHHUSI BCIUIECKA DHEPTHM ISl KaXAOro H3
TUIIOB KaHAJIOB CUJIOBOTO JECTPYKTUBHOTO BO3/ICUCTBUS;

— HA30BUTE OCHOBHBbIE PEKOMEHJAIMU IO 3aI[UTE KOMIBIOTEPHBIX CUCTEM OT
CUJIOBOTO IECTPYKTHUBHOI'O BO3/IECTBHUS.

ITo Teme 4:

— OpUBEAUTE KJIacCUPUKAIUIO TEXHUUECKUX KaHAJIOB YTEUKU MH(pOpMaIny;

— JailTe omnpejereHue TEXHUYECKUX KAHAJIOB YTEYKM HH(opMaluu
(ITOMUH, paaroKaHal, AIEKTPUYECKUH, BUOPOAKyCTUUYECKUH,
aKyCTORJICKTPUUYECKUH; MapaMeTPUUECKUI, aKyCTOONITUYECKUN);



— MNEPEYMCIIUTE  OPraHU3allMOHHBIE  MEpbI, MPEMSATCTBYIONIUE  yTEUKE
MH(pOpMAIINK IO TEXHUYECKUM KaHaJaM;

— TEPEYUCIIUTEe TEXHUYECKUE MEPHhI, MPEMATCTBYIONINE YTeUKe HHPOpMAIUU
10 TEXHUYECKUM KaHajaM;

— TOpPUBEIUTE TPUMEPHl DIJIEKTPOHHBIX YCTPONCTB HETJIACHOTO MOIYYEHUS
uHpopmanuy,

— HA30BUTE€ OTBETCTBEHHOCTh 3a HE3aKOHHBIH O00OpPOT CHEHUaTbHBIX
TEXHUYECKUX CPEJICTB, MPETHA3HAYEHHBIX JJI1 HETJIACHOTO MOJyYeHUst HHGOpMaIlUuU

ITo Teme 5:

— JaiiTe onpeeneHue HeTPaIUuIIMOHHOT0 HH()OPMAIIMOHHOTO KaHaja,

— HA30BUTE OTIWYHUE Kpuntorpaduu OT creraHorpaduu;

— HA30BUTE METOJbI COKpBITUS HWHPopMaruu B (dailax (TEKCTOBBIX,
3BYKOBBIX, IT'pa)UueCcKuXx);

— J1aiiTe XapaKTepUCTUKY METOJIOB COKPBITUS UH(popMaIuu B ¢aiinax (00beMm,
CKPBITHOCTb, CIIO)KHOCTb ).

ITo Teme 6.

— TpUBEAUTE KiacCUupUKAIUIO MHUPPOB;

— HA30BUTE OTJINYHE KPUITOCUCTEM c CUMMETPUYHBIMU u
HECHUMMETPUYHBIMH KITIOUaAMH,

— TPUBEIUTE MIPUMEPHI KPUTITOTPAPHUIECKUX AITOPUTMOB,

— JaiTe omnpeesieHUe 3JIEKTPOHHON MOAIUCH;

— HA30BHUTE OCHOBHBIC CTaHAAPTHI MU(POBAHHUS.

ITo Teme 7:

— JaiTe OmNpeAeieHUEe OCHOBHBIM TEPMHHAM CHUCTEMbl MApOJIMPOBAHUS
(ngeHTrdUKaIMK, ayTeHTH()UKALIMA U aBTOPU3ALINN);

— TIEPEUYUCIIUTE OCHOBHBIC TUITBI aTaK HA CUCTEMY MapOJUPOBAHUS,

— HA30BUTE MPHU3HAKH «HJICATHLHOT0» MapoJis;

— TIEPEUUCIIUTE CTPYKTYPHBIC SJEMEHTHI CUCTEMbl KOHTPOJISI M YIpPaBICHUS
JOCTYTIOM;

— TIEPEUHUCIIUTE CTPYKTYPHBIC SJIEMEHTHI CUCTEMbI OXpaHbl IEPUMETpA.

ITo Teme 8:

— TPHUBEAUTE KIACCH(PUKAIINIO KOMITBIOTEPHBIX MPECTYIICHUH;,

— HA30BUTE MACIITa0bl KOMITBIOTEPHOU MPECTYITHOCTH;

— TIpHUBEIUTE CTPYKTYPY KoaudukaTopa MHTEpNona;

— packpoiite cnenuuky pacciaeoBaHNusS KOMITBIOTEPHBIX MPECTYIICHUH.

ITo Teme 9:

— HA30BHTE BHUIbI OTBETCTBCHHOCTH 3a  HapylmieHUs B  cdepe
nH(pOpMaMOHHONW 0€30ITaCHOCTH 1 3aIIUThI HHPOPMAITUH;

— MEPEYUCIUTE CTaThbU YTOJIOBHOTO KOJeKca PD B yacTH OTBETCTBEHHOCTH
3a mpecTyIUieHus B c(hepe KOMIBIOTEPHOU UH(POpMAIUH;

— HA30BUTE€  CTaThblO YTOJOBHOTO KoJekca P®, pernaMeHTUPYIOUIYIO
OTBETCTBEHHOCTh 3a HE3aKOHHBIH 00OPOT CIENHaIbHBIX TEXHHUYECKUX CPEACTB,
MpeIHa3HAYCHHBIX JIJISI HETJIAaCHOTO TOJIy4YeHHUsT HHGOpMAaIIUH.



— OpUBEIUTE MpaBa PETYISATOPOB B YACTH HAJOXKEHUSI aJIMUHUCTPATUBHBIX
B3BICKAHMI 3a HapylieHus B cpepe MHOOPMAMOHHON OE30MaCHOCTH M 3al[UTHI
uH(popMauu

Tunosble 3a1aHUA )i TECTUPOBAHUS

ITo Teme 1:

1) Pacmnonoxurte ypoBHU oOecrieueHus HHPOPMAIMOHHOW O€30MacHOCTH B
P® ot BeICIIETO K HU3LIEMY.

2) Uro wmm k1o HE sBisercs 3aeMEHTOM CHCTEMBI 0OeCIeUYCHHUS
uHpopmaloHHol 6e3onacHoctu PD?

3) Vrposa nHpopMannOHHON OE30MaCHOCTH — 3TO...

4) VYA3BUMOCTH — 3TO...

5) AkTuB — 370...

6) KonduneHnuaabHOCTh HHHOPMAITUH — ITO...

7) IlenoctHOCTHh HHMOPMALIUK — ITO...

8) JloctymHocTh HHGOPMAIIUH — 3TO...

9) Perymstopamu B cdepe 3amuThl HHGOPMAIIUN ABISIOTCS. .

10) Kakas Mojenp J0CTyIa mpeanoiaracT HajJuunue MaTPHUIbl JOCTYyIa ?

ITo Teme 2: I'T

1) Kakue HOBaIK COMEPIKUT «3aKOH O TOCYJIapCTBEHHOM TailHe»

2) T'panuiiel qeACTBHS «3aKOHA O TOCYAAPCTBEHHOM TaliHE

3) Kro HameneH TOJIHOMOYHMSIMM TI0  OTHECEHHIO  CBEICHHHA K
roCy/1apCTBEHHOU TaiiHe?

4) He noiexuT 3aceKpeuynuBaHUI0 HHPOPMAIIHS O...

5) Kakoii crerrenu cexpernoctr HE cymiectByer?

6) OcHoBaHWeM Ui OTKa3a JOJDKHOCTHOMY JIMIy WIH TPaXIaHUHY B
JOITYCKE K TOCYJapCTBEHHOW TalHE MOTYT SIBJIATHCA. ..

7) K opranam 3amiuTel TOCy1apCTBEHHOM TallHbI OTHOCSTCS. ..

8) TocymapcTBeHHYIO TaliHY COCTABIISIOT CBEICHHUS. ..

9) VYcioBreM mpekpaleHus T0MycKa K TOCYAapCTBEHHOM TaiiHe ABJISICTCA. .

10) [MomHOMOYHSI MeXBe1TOMCTBEHHOMN KOMUCCUH o 3al1UATe
rOCy/1apCTBEHHOU TaWHBL...

11) Iomaomouwmst [1o Teme 3:

1) Keiic ¢ 3IEKTPOTHTHYCCKUMHU KOHACHCATOPAMHU BKJIFOUMIN B CETEBYIO
po3etky oducHort JIBC. Omnpenenure KaHal CHIOBOTO JE€CTPYKTHBHOTO
BozaerctBusa (KCJIB).

2) Keiic ¢ 31eKTpOIMTHICCKUME KOHACHCATOPAMHU BKJIIOYHIN B O(PHCHYIO
po3eTky cetu aekTponutanusa. Onpenenure KC/B.

3) DJeKTpOoIIOKEp BOTKHYJIM B CETEBOH pa3beM MaplipyTH3aTopa.
Onpenenute KC/IB.

4) Pe30oHHUpYIONIMIA €MKOCTHOW HAKOMHTEIb MOIKIIOYMIA KO BTOPHYHOM
obmoTke TpanchopmaTopHoi moactanuuu. Onpeaenute KCJIB.

5) MolnHbIi pa3psa MOJHUKA B HEMOCPEACTBEHHON Oym3ocTh. Onpeaennre
KCJIB.




6) BHeapenuwe mnporpaMMHO#N 3aKJIaJKd B KCTOYHHK OecrepeOOoiHHOro
nuranus. Onpenenure KC/IB.

7) DNeKTpOMAarHWTHBIA WMITYyJIbe OT reHepatopa CBY-m3myuenws,
YCTaHOBJIEHHOT'O B OarakHuke jierkoporo aBromoomist. Onpenenure KCJB.

8) IIpoknanka MOIIHOTO KaOeisl 3JICKTPOIMMUTAHUS CBAPOYHOIO ammapara B
onHoM kopobe ¢ kabenem JIBC. Onpenenute KC/B.

9) Cmapounble pPabOTBl BOJHM3M BKIIOYCHHOI'O CHCTEMHOro  OJIOKa.
Onpenenure KC/IB.

10) TlomkmroyeHHE CBapOYHOrO ammapata B OQHUCHYIO PpO3ETKY CETH
anexktponutanusa. Onpenennre KC/B.

[To Teme 4:

1) TlepexBar mMOOOYHBIX JJIEKTPOMATHUTHBIX H3IYYCHUH OT pPabOTHI
NEPCOHATIBHOTO KOMIbIOTEpA. BbiOepuTe TUN TEXHUYECKOTO KaHalda YTeUKH
uapopmarmu  (TKYU), coOTBeTCTByMOIMKA HMHIUACHTY HH(POPMAIMOHHOM
0€30MacHOCTH.

2) IlepexBar peueBoii uHpopmanuu nyTéM BU-00iyueHHs MacCUBHOTO
3aKIagHoro ycTporicTtBa. Beioepure tTun TKYU.

3) HaBonmku uHGOPMAIMOHHBIX CHUTHAJIOB B MOCTOPOHHHMX MPOBOIHHKAX
(punepax). Boibepure Tun TKYU.

4) TlepexBaT peuYeBBIX CHUTHAJIOB  HAIMPABICHHBIMH  MHUKPO(OHAMH.
Bri6epute Tun TKY .

5) Ipuém wunbopMaimu, mepenaBacMol 3aKIaTHBIMH YCTPOHCTBAMHU I10
anektpoceTu 220 B. Beidbepute Tunm TKYU.

6) becnpoBomHol mpueM HH(pOpPMAIMH, TEpeIaBacMON  3aKjaJIHBIMU
yctporictBamu. Beidepute Tun TKYU.

7) TlepexBaT  pe4eBBIX  CHTHAJIOB  KOHTAKTHBIMH  MHUKPO(GOHAMHU
(crerockomnamu). Beioepure tTun TKYU.

8) Ilpuém oTpaXxEHHOrO0 OT OKOHHOI'O CTEKJIa JIa3€pHOr0 H3IyUYCHHS,
MOAYJIUPOBAHHOTO peueBbIM curHaiioM. Beioepure tunm TKY .

9) IlepexBaT peyeBBIX CUTHAIOB YEPe3 BCIIOMOIATEIbHBIC TEXHHYCCKUE
CpelIcTBa W WHBIE YCTPOWCTBA, oOO0NamamImme <MUKPOPOHHBIM IPGHEKTOM.
Bri6epurte Tun TKYU.

10) «IIpocaunBanue» WHPOPMATUBHBIX CUTHAJIOB B JIMHUH JSJICKTPOIHTAHUS
TEXHUUYECKUX CpeACTB 00paboTku nundopmanuu. Beidepure Tunm TKYU.

ITo teme 5: Crero

1) Ckombko ctpanull TekctoBoi mHGopMammu (2000 cHMBOJIOB/CTpaHHIIA)
MOET OBITh COKPBITO METOJaMH cTeraHorpaduy B METamuKCceIbHOU (hoTorpadun
¢dbopmara bmp?

2) CKOJIBKO CTpaHHI[ TEKCTOBOH WH(POPMAIIUH MOXKET OBITh COKPBITO
Meromamu creranorpaduu B 30 cexyHaax MOHO3By4JaHus (aitna popmara wav?

3) CKOJBKO CTpaHUI] TEKCTOBOW HWH(POPMALIUU  MOXKET OBITh COKPBITO
MeTtonamu creranorpaduu B 30 cekyHaax crepeo3Bydanus (aitna popmara wav?

4) CKOJBKO CTpaHUI] TEKCTOBOW HWH(MOPMAIUU MOXKET OBITh COKPBITO
MeToJaMu cteraHorpadguu B 1 cTpanuiie TeKCTOBOTO (paitna?




5) B TekcToBOM (aiisie Ha KaKOM SI3bIKE — HA PyCCKOM WJIM Ha aHTJIMHCKOM
— MOXHO COKpBITh Oouyiblie HU(PPOBOM HH(OpPMALUHU, HCHOIb3YS CHMBOJIBI-
«000pOTHU»?

6) Ckoyibko cTpaHmIl TekcToBoUM uHPopMarwu (2000 CMMBOJIOB/CTpaHUIIA)
MOKET OBITh COKPBITO METOJAMU CcTeraHorpapuu B 31eKTpoHHOM 300-cTpaHUYHOM
tomuke Y. [llekcniupa Ha s3bIKe OpUrnHaga?

7) Cxoiyibko cTpanmil TekcToBoi uH(popMarwu (2000 cMMBOJIOB/CTpaHuUIIA)
MOXET OBITh COKPBITO METOJlaMHu cTeraHorpaguu B B 3nekTpoHHoM 300-
ctpannuHoMm Tomuke A.C. Ilymknna?

8) Pacnonoxwurte cienyronme (aiibl Mo 00beMy CKpbIBacMOU 1H(POBOI
uHpopmanuu (0T OOJIBIIETO K MEHbLIEMY): 3JieKTpoHHas oubdnuorexa (100 TomoB),
My3bIKaJIbHBI  anbOboM (100 mecen), cBaaeobHsbiii ¢oTtoansoom (100 ¢oTo),
BugeopuibM (100 MunyT). BeiGepute BapuaHr.

9) HecoBepiieHCTBO Yero B OpPraHU3MeE IOJIb30BATENS JKCILTYaTHPYETCs
37IOYMBIIUICHHUKAMH TIPU COKPBITUN ITUGPOBOI HHPOpMaIiu B Qaiinax?

10) HetpaauiimoHHbIi HHPOPMALIMOHHBIA KaHAT — 3TO...

ITo Teme 6: Kpunto

1) Kpunrorpadus — 310...

2) Kpunroananus — 370...

3) Kpunronorus — 370...

4) Tlpu xkpuntorpaduu U3MEHSIETCS...

5) Ilugpp «lle3aps» 3akimo4aeTcs B 3aMEHE CHMBOJIOB HCXOJHOTO
COOOIIEHHsS] CUMBOJIAaMH TOTO k€ ajaBUTa, HO CMEIICHHBIMU Ha OMpeIesIeHHOEe
KOJIMYECTBO Mo3unmii o andasuty BrnpaBo. Kakoe cioBo Obuto 3amudpoBaHo,
ecnu noayumnoch «JII'OL3D»?

6) Kak pasmep KpunrorpaMMmbl BIHSET Ha YCHCIIHOCTh W BpeMs
nemudpoBKu?

7) CooOmenne Kakoro o0beMa MOKHO 3amuppoBaTh, HCIOIB3YS
«Pemetky Kapmanoy» ¢ 15 npopessmu miist OykB?

8) CooOIieHne Kakoro MaKCHMAbHOTO 00beMa MOXKHO 3aliu(poBaTh,
ucnons3ys «Pemerky Kapnano» 10x10?

9) Omnpenenute pa3mep x3mma 1 Meradaira Tekcra ajs aaropurma MD-5

10) Kakoii mmdp sBasercst 61o0unbpM: RSA nnun AES?

ITo Teme 7: [Maponu

1) s gero ciryxat napoiiv (B KOMITBIOTEPHOH cucTeMe)?

2) Wnentudukaius (B KOMIIBIOTEPHOW CHCTEME) — 3TO...

3) AyreHTHdUKaIUs (B KOMIIBIOTEPHOW CUCTEME) — 3TO...

4) Amropu3zanus (B KOMIIBIOTEPHOH cHCTEME) — 3TO...

5) B kakoM BHJE TapojW XPaHATCI B COBPEMEHHOW KOMITBIOTEPHOM
cucreme?

6) Monutopunr tpaduka MHTEepHET-OaHKHMHTa». YKaXUTC THUI aTaKd Ha
MapOJIBbHYIO CUCTEMY.

7) «TenehoHHBIH 3BOHOK OT HWMEHH CHCTEMHOTO aJIMHUHHUCTpATOPay.
VYKaxXuTe TUI aTakh Ha MAapOIbHYIO CUCTEMY.




8) «COop mepcoHANBHBIX JAHHBIX MOJIH30BATENIA». YKAKHUTE TUI aTaKh Ha
MIapOJIBHYIO CUCTEMY.

9) «Ilepeaapecaliuss Ha MOJCTABHOW CalT OaHKa». YKa)KUTE THUIl aTaKh Ha
MIapOJIBHYIO CUCTEMY.

10) Mcriosib30BaHUe KaKUX TPUEMOB YCWIMBAET CTOHMKOCTH MapoJIbHOM
CUCTEM OT B3JIOMA?

ITo Temam 8-9:

1) KommbioTepHass  mporpamMma,  HCIOJNB3YHOINAs  YSI3BUMOCTH B
MpOorpaMMHOM OOECIIEYEeHUH | TpPUMEHsieMas JUisi TPOBEJEHUS aTaku Ha
KOMIIBIOTEPHYIO CUCTEMY — 3TO...

2) Hedekr anroput™ma, KOTOPBIH HAMEPEHHO BCTPAMBACTCS B HETO
Pa3pabOTYMKOM M TIO3BOJISIET MOTYUYUTh HECAHKIITMOHUPOBAHHBIN JOCTYII K JAHHBIM
WIM YyJaJE€HHOMY YINPABIEHUIO ONEPALMOHHON CHCTEMONM M KOMIIBIOTEpPOM B
LEJIOM — 3TO...

3) Curyanusi, B KOTOpPOH OJMH UYEJOBEK WJIM MporpamMma YCIEIIHO
MacKupyercs Toja ApYyryr nyTtéM daabcuuKamuy JaHHBIX, YTO IO3BOJISICT
MOJIYYUTh HECAHKIIMOHMPOBAHHBIM JOCTYNl K JAHHBIM WIH YJaJEHHOMY
YIPABJICHUIO ONEPAIMOHHON CUCTEMOM M KOMIIBIOTEPOM B II€JIOM — 3TO...

4) BbiOpaB  ONpENEICHHYIO  KOMIIAHUIO, XaKePbl  pPacchUiaik  €¢
COTPpYJHUKAM D3JIEKTPOHHBIC THUCbMa ¢ Tporpammoi Poison Ivy, koropas npu
OTKPBITHM  BIIOKEHUS HMHCTAJUIMPOBAJIACH B CUCTEMY M  OTChbUIaja IO
3amu@poBaHHOMY KaHally HWH(OpPMAIMI0O O BHYTPEHHEW CeTH TpeaInpUsITHs.
VYKaXuTe Kiacc BpeIOHOCHON MPOrpamMMBl.

5) Orka3 B ;mocTyne K cpele Iepeiadd, B YCTAHOBICHUHM COCIUHCHHS, B
IPEAOCTABICHUH CEPBUCA. Y KAXKUTE BO3MOKHYIO IPUUYUHY (KJIACC CETEBOU aTaKM).

6) «Ilo mHeHHMIO 00BHHEHMS 4 rpakaaHaM Poccuu Ipo3uT 5 JIeT JUIIeHUs
cBobonel u mTpad B $250 000 3a yragpiBaHWE C IOMOIINBI CMapTHOHOB
anropuTMa JIeHCcTBUM uUrpoBoro aBromarta Aristocrat Mark VI Gomee wem B 10
kazuHo B CIIA». IIpucBoilTe 3TOMYy KOMIIBIOTEPHOMY MPECTYIJICHUIO KOJ
HNuTepnodna.

7) HesakoHHBIIi  000pPOT  CHCNHMATBHBIX  TEXHHUYECKHX  CPEACTB,
MpeIHa3HAYCHHBIX JIJI HETJIACHOTO MOTy4YeHUsI HH(OpMAIUH, HAKa3bIBACTCA. ..

8) 3a HempaBOMEpHBI JOCTYyl K  KOMIIBIOTEPHOH  HWH(pOpMAIUu
MpeaycMaTpUBaeTCs. ..

9) MakcuManbHBIA CpPOK JIMIICHUS CBOOOIBI 3a CO3JaHUE «TPOSHCKOM
MIPOrpaMMBbDy. . .

10) MaxkcuMabHBIN CPOK JIMIICHUS CBOOOJBI 32 MOIICHHUYECTBO B cepe
KOMIBIOTEPHOW HH(OpPMAILINK, COBEPILICHHOE OPraHM30BAHHOW rpynmnoi 1mubo B
0c000 KpYyITHOM pazmepe ...

6.1.2. IIpoMe:xKyTOUHOI aTTECTAUN

IIpumepHbIii NepevYeHb BONMPOCOB, BBIHOCUMbIX HA 324eT € OLIEHKOM
1) TocynmapcrBeHHas mojuTHKa B chepe mHDOpMAaMOHHONW 0€30MacHOCTH
Y 3alUThl UHPOpMAITUH.



2) IlpaBoBoe obecrieucHre HHHOPMAMOHHON OC30IMaCHOCTH.

3) Koucturyuus PO 06 «HOOpPMAIIMOHHBIX TpaBaxX U 00sI3aHHOCTSIX).

4) OcCHOBHbIC HOpPMATHBHBIC JTOKYMEHTBI, PETYJIUPYIOIIHUEC OTHOIICHUS B
chepe uHpopMaIMoHHOM 0€30MaCHOCTH.

5) AKTBI peryasiTopoB B cdepe 3aluThl HHPOPMAIIHH.

6) WucTtuTyT «TaliHbl» B PoccHiiCKOM 3aKOHOIATEIIBCTRE.

7) Knaccudukanus TaiiH.

8) IlpaBoBbic  OCHOBaHHMS  OTHECCHHS  CBEJACHHMH K  KaTEeroOpvu
OTPaHUYCHHOTO JOCTYTIA.

9) Kparkas ucropus 3aniutel nHGopmaiuu B Poccun.

10) OO6oO6IIeHHas MOIeTb HH(POPMAIIMOHHONW OE30MaCHOCTH.

11) HHcTUTYT cTaHaapTuzanuu cepsl HHPOPMAIIMOHHOM 0€30MacHOCTH.

12) HamwoHanbpHble ~ CTaHAapThl B o0OjgacTH  HMH(DOPMAIIMOHHOU
0€30MacHOCTH W 3aIIUThI HHPOPMAIIHH.

13) MexayHapoaHsle  CTaHmapThl B 00JacTd  MH(OPMAIMOHHON
0€30MacCHOCTH 1 3aIIUTh HHPOPMAIIHH.

14) TIpobnemsr rapMOHHU3ALUU CTaHJIapTOB uH(}opMaIMOHHOM
0€30MacHOCTH.

15) «Jlanamadr» cranaapToB HHGOPMAIIMOHHOM O0€30IaCHOCTH.

16) DJCKTpOMArHMTHBIA  CHOEKTP KAk HWCTOYHMK  BO3ACHCTBHS  Ha
uH)OpMaIIHIO.

17) Kananael cmioBoro jaecTpyktuBHoro BosueiictBus (CJIB) Ha
uH)OpMaIIHIO.

18) Knaccudukarus cpeacts C/IB.

19) PexoMeHaaIuu 1o 3amuTe KOMIbIOTepHBIX cuctem oT C/IB.

20) Knaccudukanus TeXHHYECKUX KAHAIOB YTEYKH HH(POPMAIIHH.

21) Mogenb 1 crtocoObl YTEUYKH 10 PaIHOKaHAITY.

22) Mogenb 1 CrtocoObl YTEUYKHU 110 IEKTPUIECKOMY KaHaTy.

23) Mogenb u CHOCOObI YTEYKH II0 aKyCTUYCCKOMY (BHOpAIlMOHHOMY,
aKyCTODRJIEKTPUYECKOMY) KaHaIy.

24) Mopnens U CIocoObl YTEUKH 10 TapaMETPUYSCKOMY (CMEIIaHHOMY)
KaHaly.

25) Mopuenb u CriocoObl YTEUKH 10 ONTHISCKOMY (OIITHKO-3JICKTPOHHOMY )
KaHaly.

26) Monenb u crtocoOs! yreuky 1o kanany [I9MIH.

27) Knaccudukanus yrpo3 HecaHkmuoHupoBanHoro noctyma (HCI) x
uHbOpMAaITIH.

28) Kareropum HapymmrTenaeii 0Oe30macHOCTH WHGOpPMaNMu H  UX
BO3MOKHOCTH.

29) OO6mras xapaKTepUCTHKA YSI3BUMOCTEH.

30) Cnoco0sl peanm3aryu yrpo3sl HCJI k napopManuu.

31) TIonsiTHe u 000011IeHHas MO/IEJIb HETPAJIUIIUOHHOTO
MH()OPMAIIMOHHOTO KaHaJA.

32) Mertoibl COKPBITUS HHPOPMAIMH B TEKCTOBBIX (haiiiax.

33) Mertobl COKPBITUS HHPOPMAIH B rpadUuecKuX (aiiiax.



34) Metoabl COKpBITHS HHPOPMAIIMH B 3BYKOBBIX (haiiinax.

35) Mertonbl cCOKpbITHS HHG)OPMAIIMH B CETEBBIX MAaKETaX U UCIIOIHIEMBIX
daiinax.

36) Mozens KpUIITOCUCTEMBI.

37) Hcropuorpadus u knaccupukaiys muappos.

38) Ilpumepsl kpunTorpadU4IeCKux aJropuTMOB.

39) Kpunrocucrema ¢ CAMMETPUYHBIMH U HECUMMETPUYHBIMH KITFOYaMHU.

40) DnexTpoHHas MUPPOBAS MOIMUCH.

41) MaHgaTHas ¥ JUCKPEIIMOHHAS MOJIEIIH JOCTYIIA.

42) Tlpouenypa uneHTH()UKALNNHT, AyTCHTUPHUKAIIMHA U aBTOPU3AIUH.

43) Cucrema napoJmpoBaHUsl.

44) Cuctembl KOHTPOJIS U YIPABICHHS JOCTYIIOM.

45) Cucrema OXpaHbl IEPUMETPA.

46) CoBpeMecHHBIC TEXHOJIOTUH NpeA0TBpaIeHUS YTEUKH
KOH(UIESHIIMATLHON HHPOPMALIMU U3 KOPIIOPATUBHOM CETH.

47) Tloustue u pynkimonan DLP-cuctem.

48) OO0bBeM U CTPyKTypa JaHHbBIX 3amumaemMbix DLP-cuctemamu.

49) KaHnanbl KOMMyHHKAIUi, KOHTponupyembie DLP-cuctemamu.

50) Kputepuu OICHKHM MNPOTPAMMHBIX  MPOAYKTOB,  PEATH3YIOLIMX
¢ynkmonanbHocth DLP.

51) TIloHsATHE KOMITBIOTEPHOU PECTYITHOCTH.

52) Macmtabel W OOIIECTBEHHAs  ONACHOCTh  KOMITBIOTEPHOU
HPECTYNHOCTH.

53) Buasl 1 cyObEKTHI KOMITBIOTEPHBIX TIPECTYILICHHN.

54) Cneuunduka paccieqoBaHHs KOMIIBIOTEPHBIX PECTYIUICHHH.

55) IlpenynpexacHre KOMIIbIOTEPHBIX MPECTYILICHHIA.

56) Komudukarop Uutepmona.

57) JlucuuruiiHapHas OTBETCTBEHHOCTh 3a pas3rjallcHUE OXpaHIeMOn
3aKOHOM TalHBbI.

58) AxjMuHHCTpaTHBHas OTBETCTBCHHOCTh 3a HapymieHuss B cdepe
nH(OPMAITMOHHON O€30MaCHOCTH U 3aIIUTHl HH(OPMAITIH.

59) VromoBHas  OTBETCTBEHHOCTh 3a  IpecTyILIecHHs B  cdepe
KOMITbIOTEPHON WH(GOPMAIIHIH.

60) VYronoBHas  OTBETCTBCHHOCTh  3a  HapylIeHHE  3aKOHA O
roCy/1apCTBEHHOM TauHE.

6.2. lllkana oneHMBAHUA Pe3yJIbTATOB NPOMEKYTOUHOM ATTECTAIIUM U
KPUTEPHUHU BHICTABJICHHUS OLICHOK

Cucrema OLICHNBAHMA BKIIOYACT:

dopma [Tokazarenu
KOHTPOJISI | OLICHUBAHMUS
3a4eT ¢ | IPaBUIIBHOCTD | JAaH IIPABUIIbHBINM, IIOJIHBIM OTBET HA OTJINYHO
OLICHKOM U [IOJIHOTA | ITOCTABJIEHHBI  BOIIPOC,  ITOKa3aHa

KpI/ITCpI/II/I BBICTABJICHHA OLICHOK [IIkana oneHUBaHUI




OTBETa COBOKYITHOCTh OCO3HAHHBIX 3HAaHHUU IO
JUCLUIUIMHE, JOKAa3aTEIbHO PACKPBITHI
OCHOBHBIE TIOJIOKEHHS BOIIPOCOB; MOT'YT
OBITh JIOITYILIEHBI HEJI0YEThI,
WCIIPABJIEHHBIE  CaMOCTOSITEJIBHO B
MPOLECCE OTBETA.

JIaH TIPABUJIbHBIM, HEIOCTATOYHO ITOJIHBII XOPOIIO
OTBET Ha  IIOCTaBJIECHHBIM  BOIIPOC,
ITOKa3aHOo YMEHHE BBIJICINTE
CYLIECTBEHHBIE M  HECYIICCTBEHHBIC
MIPU3HAKH, MIPUYUHHO-CJIEICTBEHHBIE
CBSI3U; MOT'YT OBITh JOMYIIIEHBI HEJIOYETHI,
WCIIPABJICHHBIE C ITOMOIITHIO
MIPENOJABATESL.

JJaH HEIOCTAaTOYHO NPaBWIbHBIA U | YIOBIECTBOPUTEIHHO
TTOJTHBIH OTBET; JIOTHUKA u
MMOCJIEIOBATCILHOCTh HM3J0KEHUS
AMEIOT HapYILIECHUS; B OTBETE
OTCYTCTBYIOT BBIBO/IBI.

OTBET MPEJICTABIISIET co0o¥i | HEYIOBJIETBOPUTEIHLHO
pa3pO3HEHHBIE 3HAHUS c
CYIIIECTBEHHBIMU OIIOKaMH 10
BOIIPOCY; MPUCYTCTBYIOT
dbparMeHTapHOCTb, HEJOTUYHOCTH
H3JI0KCHMUS, JIOTIOJTHUTEIHHBIC u
YTOYHSIIOIIIME BOMPOCHl HE MPUBOIAT K
KOPPEKIMU OTBETA Ha BOIPOC.

7. PecypcHoe obecniedeHre JUCUUILINHBI «be30nmacHocTs MH(POPMALMOHHBIX
CHCTEM U 3a10MTa MHPOPMALUN)

7.1. JIulleH3UOHHOE U CBOOOIHO PACTIPOCTPAHsAEMOEe MPOTPAMMHOE 0o0ecIeuyeHue
0Te4eCTBEHHOT0 MPOU3BOICTBA

- MoitOduc Obpazosanue [[10-41B-124] - [ToaHbIi KOMIUIEKT peIaKTOPOB
TEKCTOBBIX JOKYMEHTOB U AJICKTPOHHBIX TAOJHII, a TaKKE€ MHCTPYMEHTAPHM IS
paboThl ¢ rpaduueckumu npeseHTarusaMu [CBoO6oaHO pacrpocTpansemoe. Homep
B EnuHoM peectpe poccHUCKUX MpPOTpaMM ISl AIEKTPOHHBIX BBIYUCIUTEIBHBIX
MaIuH 1 0a3 JaHHbBIX - 4557]

- Astra Linux Common Edition pemus Open [[10-25B-603] - Onepannonnast
cuctema obmiero HasHadenus "Astra Linux Common Edition" [Kommepueckas
(Full Package Product). Homep B EnuHOoM peectpe poCCHUCKHX Tporpamm JJis
9JICKTPOHHBIX BEIYHCIUTEILHBIX MAIIMH U 0a3 TaHHbBIX - 4433]

OreuecTBEeHHOE |

7.2. llpodeccuonanbHbIE 6A3bI JAHHBIX U HH(POPMAIIHOHHbIE

CIIPaBOYHbBIE CHCTEMbI
1. HWudopmaunonnas cucrteMa «EgumHoe okHO goctyma K oOpa3oBaTelibHbIM

pecypcam» [ DNEeKTpOHHBIM pecypcl]. - Pexxum JOCTyIIa:



http://window.edu.ru/,  gocTym  TOJBKO  MOCIE€  CaMOCTOATEIbHOU
perucTpanuu

2. Hayunas »snexktponHas Oubnuoteka «eLIBRARY.RU» [DnekTpoHHBIM
pecypc]. — Pexxum nocrtyna: https://www.elibrary.ru/, 1ocTyn TOJIBKO MOcCie
CaMOCTOSTEIILHON pErUCTpaLuu

3.  Omnexrtponnas Oubmuoreka Cankt-IlerepOyprckoro ynusepcutera [TIC
MUC Poccunu: http://elib.igps.ru

4.  DnexTpoHHO-OMOIMOTEYHAs cucreMa IPRBOOK:
http://www.iprbookshop.ru/

5.  DnekrponHo-oubnmoreunas cuctrema JIJAHbD: https://e.lanbook.com/

7.3. JInutepatypa

OcHoBHas JauTepartypa:

1. BezonacHocTh MHGOPMAIIMOHHBIX CUCTEM U 3amuTta uHpopmaiuu B MUC
Poccun: yuebnoe mocobue: [rpud MUC] / FO.U. Cunemyk [u ap.]; pea. B.C.
Aptamonos; C.-Iletep0. roc. yH-T roc. mpotuBomnox. ciayxost MUC Poccun. -
CIl6.: CIIeY ITIC MUC Poccum, 2012. — 300 c. Pexum pgoctyna:
http://elib.igps.ru/?4&type=card&cid=ALSFR-6d86bbe6-aeac-49db-bc2e-
068c7a55ch8d&remote=false

2. Cunemyk, FO.U. npopManimoHHble TEXHOJIOTUU U 3aluTa HHGOPMAIIUH
B aBTOMAaTH3UPOBAaHHBIX cucteMax yrpasieHuss MUC Poccuu: yuebnoe mocobue
s cnymareneit: [rpud MUC] / FO.U. Cunemyk, C.H. Tepexun, B.B. Jlyxanus;
pen. B.C. ApramonoB; MUC Poccuu. — CII6.: CII6Y I'TIC MYC Poccun, 2010. —
284 c¢. — Pexumm gpocrtyma: http://elib.igps.ru/?6&type=card&cid=ALSFR-
a2e62800-d42d-4e9c-9bc9-4c1d7b9fOf55&remote=false

JlonoHuTeIbHAS JIUTEpaTypa:

1. IIpoexTupoBanne WHDOPMAIMOHHBIX CHCTEM [DJIEKTPOHHBIA pecypc]:
yaebroe mocobue / C. 10. 3010TOB. — DIEKTPOH. TEKCTOBBIE JaHHBIC. — TOMCK:
Tomckun roCy1apCTBEHHBIN YHUBEPCUTET CHUCTEM yIIpaBJICHUSA 51
paaunosnexkTponuku, b Kortent, 2013. — 88 c¢. — 978-5-4332-0083-8. — Pexum
nocryma: http://www.iprbookshop.ru/13965.html

2. Mepsl 3amuThl HH(DOpMAIIUU Ha yPOBHE TOJB30BaTeNsl WH(HOPMAIIHOHHO-
TEXHOJIOTUYECKUMH CPEICTBAMH: METOAMYECKHE YKa3aHUS K CaMOCTOSTEIbHOU
pabore ctyaeHTOoB. Yd4eOHO-MeTomamueckoe mocobue / b. A. Bypusmos. —
CaparoB: By3oBckoe oOpazoBanme, 2014. — 55 c¢. — ISBN 2227-8397.
http://www.iprbookshop.ru/23077.html

3. byiineBnu, M.B. OcHOBbI KHOEpOE30MACHOCTU: CHOCOOBI aHaIu3a
nmporpaMM:. ydeOHOe mocoOHe s CTYASHTOB BBICIIUX YYEOHBIX 3aBEACHUM,
oOyuaromuxcas no YI'CH 10.00.00 "Wudopmarmonnas Oe30macHOCTh" 1O
mporpaMmaM  TMOATOTOBKA  OakamdaBpOB, MAarucTpoB, CICIIMAIUCTOB IS
crymarenei: [rpudp YMO] / M.B. ByiineBuy, K.E. Uzpawnos; MUC Poccun. —



http://elib.igps.ru/
http://www.iprbookshop.ru/
https://e.lanbook.com/
http://elib.igps.ru/?4&type=card&cid=ALSFR-6d86bbe6-aeac-49db-bc2e-068c7a55cb8d&remote=false
http://elib.igps.ru/?4&type=card&cid=ALSFR-6d86bbe6-aeac-49db-bc2e-068c7a55cb8d&remote=false
http://elib.igps.ru/?6&type=card&cid=ALSFR-a2e62800-d42d-4e9c-9bc9-4c1d7b9f0f55&remote=false
http://elib.igps.ru/?6&type=card&cid=ALSFR-a2e62800-d42d-4e9c-9bc9-4c1d7b9f0f55&remote=false
http://www.iprbookshop.ru/13965.html
http://www.iprbookshop.ru/23077.html

CII6.: CIIoY I'TIC MYC Poccun, 2022. — 91 c. — ISBN 978-5-907489-42-4.
Pexxum noctyna: http://elib.igps.ru/?8&type=card&cid=ALSFR-00f64c85-4b2e-
4cd4-bf09-
64342a9411854&query=%D0%91%D1%83%D0%B9%D0%BD%D0%B5%D0%B
2%D0%B8%D1%87 &remote=false

4. byitneBu4, M.B. OcHOBbI KHOEpOE30MAaCHOCTH: CHOCOOBI 3allUTBI OT
aHajgu3a TMporpaMm:. ydeOHOe TMocoOue JUisi CTYJACHTOB BBICIIUX Y4EOHBIX
3aBeneHuid, ooyudaromnuxcs no YI'CH 10.00.00 "Undopmanmonnas 6e30nacHoOCTh"
0 MporpaMMaM TOJTOTOBKM OakaidaBpOB, MarucTpoB, CHEIHAIUCTOB IS
ciymarenei: [rpudp YMO] / M.B. Byiinesuy, K.E. Uzpaunos; MUC Poccun. —
CII6.: CIIoY I'TIC MYC Poccun, 2022. — 75 c. — ISBN 978-5-907489-43-1.
Pexxum nocryma: http://elib.igps.ru/?9&type=card&cid=ALSFR-ff242138-7995-
495d-901a-
655aaafa7265&query=%D0%91%D1%83%D0%B9%D0%BD%D0%B5%D0%B
2%D0%B8%D1%87&remote=false

7.4 MaTtepuajabHO-TeXHHYECKOe ofecrieyeHue TucuInHbI «besonacHocTs
UH(POPMALMOHHBIX CUCTEM U 3aIUTA HHPOPMALMU

Jnist mpoBeneHuss U OOeCHEUEHUS] 3aHATUNA MCIOJB3YIOTCS IOMEIICHUS,
KOTOpBIE TPENICTABIAIOT COOOW y4deOHbIE ayAUTOPUU [JIsl MPOBEACHUS y4eOHBIX
3aHATHM, TPETyCMOTPEHHBIX  MporpaMMol  OakajlaBpuaTa, OCHAIIEHHbBIE
000OpyAOBaHMEM U TEXHUYECKUMH CPEICTBAMHU OOYYEHUS: aBTOMATHU3WPOBAHHOE
pabouee MeCTO MpernojaBaress, MapKepHasl I0CKa, MYJIbTUMEIUNHBIN MPOEKTOP,
JOKYMEHT-Kamepa, MocaouyHble MeCTa 00y4YarouuXxcsl.

[lomemenust At caMOCTOSITETIbHOM — pabOThl  OOYdYaIOMIUXCS  OCHAIIEHBI
KOMITBFOTEPHOM TEXHUKOM C BO3MOXKHOCTBIO MOJKIHOYEHUS K ceTth «MHTepHET» U
o0ecrieueHreM JIOCTyIa K 3JICKTPOHHOW WH(GOPMAIMOHHO-00pa30BaTeILHON cpelie
YHUBEPCHUTETA.

ABTOp: 1.T.H., npodeccop byitnernu M.B.


http://elib.igps.ru/?8&type=card&cid=ALSFR-00f64c85-4b2e-4cd4-bf09-6434a9411854&query=%D0%91%D1%83%D0%B9%D0%BD%D0%B5%D0%B2%D0%B8%D1%87&remote=false
http://elib.igps.ru/?8&type=card&cid=ALSFR-00f64c85-4b2e-4cd4-bf09-6434a9411854&query=%D0%91%D1%83%D0%B9%D0%BD%D0%B5%D0%B2%D0%B8%D1%87&remote=false
http://elib.igps.ru/?8&type=card&cid=ALSFR-00f64c85-4b2e-4cd4-bf09-6434a9411854&query=%D0%91%D1%83%D0%B9%D0%BD%D0%B5%D0%B2%D0%B8%D1%87&remote=false
http://elib.igps.ru/?8&type=card&cid=ALSFR-00f64c85-4b2e-4cd4-bf09-6434a9411854&query=%D0%91%D1%83%D0%B9%D0%BD%D0%B5%D0%B2%D0%B8%D1%87&remote=false
http://elib.igps.ru/?9&type=card&cid=ALSFR-ff242138-7995-495d-901a-655aaafa7265&query=%D0%91%D1%83%D0%B9%D0%BD%D0%B5%D0%B2%D0%B8%D1%87&remote=false
http://elib.igps.ru/?9&type=card&cid=ALSFR-ff242138-7995-495d-901a-655aaafa7265&query=%D0%91%D1%83%D0%B9%D0%BD%D0%B5%D0%B2%D0%B8%D1%87&remote=false
http://elib.igps.ru/?9&type=card&cid=ALSFR-ff242138-7995-495d-901a-655aaafa7265&query=%D0%91%D1%83%D0%B9%D0%BD%D0%B5%D0%B2%D0%B8%D1%87&remote=false
http://elib.igps.ru/?9&type=card&cid=ALSFR-ff242138-7995-495d-901a-655aaafa7265&query=%D0%91%D1%83%D0%B9%D0%BD%D0%B5%D0%B2%D0%B8%D1%87&remote=false
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