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1. Iles 1 3aiauM AUCIUTLTUHBI

Ilenb ocBOeHUs AUCHUNIIUHBI:

— ®dopmupoBaHUe 3HaHUM O TIPOrPaMMHO-AINapaTHBIX CPeACTBax obecrieueHUs
vH(bOpMalMOHHOW 0e30MacHOCTM B THUIIOBBIX OMeEpalMOHHBIX CUCTEMaXx,
cucTeMax yripaBsieHUss 0a3aMU [JaHHBIX, KOMIBIOTEPHBIX CeTsX, pa3paboTka
METO/IMKM MOHUTOPMHIa MH(OPMALMOHHBIX CUCTEM M MPUMEHSTh CpeJCTBa
MOHUWUTOPUHTA /11 OL€HKU 3allUILeHHOCTU aBTOMAaTHU3UPOBAHHBIX CUCTEM

ITepeueHb KoMMeTeHIUMH, (hopMIpyeMBbIX B Npoljecce U3y4YeHHs JUCHMITIUHBI

KoMnereHipuu Copepxanue

CrnocobeH TIPOBOJUTH HWHCTPYMEHTA/bHBI MOHWUTOPHHI  3allIWIIeHHOCTH
K -2 MH(pOpMaLMY B KOMITbIOTEPHBIX CUCTEMAax U CeTIX

3afiauM JUCIUILIHHbI:

- u3yuyeHWe CpeACTB cOopa ¥ aHamM3a WHPOPMAIMM O COOBITUSX
vHGbOpMaI[MOHHOW 0e30TacHOCTA [y IjeJied  MOHWTOPUHTA WH(OPMAIMOHHOM
0e30MacHOCTY;

- W3yuyeHWe MeTOZI0OB W MOHHMTOPDMHra U ayJWTa, BbIAB/IEHUS YIPO3
MHGOPMALMOHHOK 0e30IMaCHOCTH aBTOMATH3HUPOBAHHBIX CUCTEM;

- H3yuyeHHWe OCHOBHBIX TIOHATHH MOHHTOPWHra COOBITHH, MeTozbl cOopa
vHGMOpPMaIMK 0 COOBITHSIX, PUHIUIBI PabOTHI CUCTEM yIIpaBieHus uH(opMaruei u
coOwITUSAMU Oe3omnacHoct SIEM.

2. IlepeyeHb MIAHUPYEMbIX Pe3y/IbTAaTOB AUCLMILI/IMHBI, COOTHECEHHBIX C
WHIUKATOPAaMH /I0CTH)KEeHHUSI KOMIIeTeHI[UI

[1nanupyemble pe3yibTaThl 00yUYeHHs 10

VHauKaTOphl JOCTHKEHUS] KOMITeTeHL[UN
JUCLIATIJTUHE

[IK-2.1 MWcronb3yeT OCHOBHbIE IIOHATHA | 3HA€T OCHOBHbIe IIOHATHUA MOHUTOPUHIA
MOHUTOPHHTa  COOBITHH, MeToAbl cOopa | coObITHI, MeTombl cOopa WHpOpPMALMKU O
vHbOpPMAaLUK O COOBITUSIX, TIPUHIIAIIEI PAOOTHI | COOBITUSIX,  MPUHLMIBI  PabOTBI  CUCTEM
CHCTeM  ympaBjieHWs  WHpOpPMalyed U | ympaBieHWs UWHQoOpMareli U  COOBITUSMU
coObITHSAMH 6€30MacHOCTH be3omacHoCcTH

YMeer MpUMeHSTb  OCHOBHBbIE  TIOHSITHS
MOHUTOpPWHra CoObITHMH, MeToApl  cbopa
UH(OpPMaIUK O COOBITUSIX, TIPUHLMITEI PAOOTHI
CcUCTeM  ympaBjieHWs  uHpopManed U
COOBITHSIMH H€30T1aCHOCTH

[1K-2.2 [lemMOHCTpUpyeT HaBbIKM cOopa U | 3HaeT CrocoObl TIpOBeZIEHUS]  TIPOBEPKH
aHasv3a vH(popMaLr 0 cobbITUsSIX | paboToCrioco6HOCTH U 3¢ (eKTHUBHOCTH
vHpOpMaIMOHHOW 0e30mMacHOCTA AJIsi Liefiel | MpUMeHsieMbIX IIPOrpaMMHO-aIapaTHbIX
MOHUTOPHHIa VMH(OPMaLMOHHOM | CpPeJiCTB 3alUThl TH(POPMaLU1

Be3omacHoCTH YMeer 1pOBOAWUTHL aHaIM3  ySI3BUMOCTHU
MpOrpaMMHBIX M TPOrpaMMHO-annapaTHbIX
CpeACTB CHUCTeMbI 3alUThl UH(OpPMaLUU U
3KCIIePTU3Y COCTOSIHUSL 3aLUIIIeHHOCTH
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I/IHCl)OpMaL[I/II/I dBTOMAdTH3MPOBAHHBLIX CUCTEM

[IK-2.3 TIpumeHsieT MeTOAbl MOHUTOPUHIa U
ay/iuTa, BbISIBJIEHUS] YIpO3 HUH(OPMAaLMOHHOU

3HaeT OCHOBHble MepOIpUATHSI IO OLleHKe
3alMILEHHOCTY KOMIBIOTEPHBIX CHUCTEM U

0e30MacHOCTH aBTOMATHU3MPOBAHHBIX CUCTEM | CeTell B paMKaX pacc/e[OBaHUS WHIUIEHTOB
“H(OPMaLIMOHHOM 6e30MacHOCTH

Ymeet NpoBOUTH OCHOBHBIE MEPOTIPHUSITHSI 10
OLleHKe  3allMIIeHHOCTH  KOMITbFOTEPHBIX
CUCTEM U CeTell B paMKaxX pacCiie/joBaHUs

WHI[UIeHTOB MH(MOPMAaI[MOHHOM 6e30macHOCTH

3. MecTo JUCHMIUVIMHBI B CTPYKTYpPe 0CHOBHOM NpogecCHOHATbHOU
o0pa3oBaTe/IbHOM MPOrPpaMMbI

NuctmriimHa « MOHUTOPUHT MH(POPMAIIMOHHOW 6e30T1aCHOCTH W YIIpaB/ieHHe
KOMIMBIOTEPHBIMU UHIUAEHTaMU» OTHOCUTCS K 4acTy, (POpMUpPyeMOM ydaCTHUKaMU
oOpa3oBarTeibHBIX OTHOIIIEHWHM, 00pa30BaTe/IbHOM IPOrpaMMbI CITel[ha/IuTeTa I0
CTeLMaIbHOCTH 10.05.03 NudopmanuoHHas 0e3o0macHOCTb
aBTOMATH3MPOBAHHBIX CHCTEM, Creljuaau3arus AHamm3 0e30macHOCTH
UH(OPMAIMOHHBIX CHUCTEM.

4. CTpyKTypa U CcoiepKaHue JUCLUIIMHbI
OO111ast TPyA0EMKOCTb JUCIATITMHBI COCTAB/ISIeT 5 3auéTHBIX eAuHUI], 180 yacos.

4.1 Pacnipeje/ieHre TPYAOEMKOCTH y4eO0HOM JUCIUIUIAHBI 110 BUJaM padoT
TI0 CeMeCTpaM Jijisi OUHOM (hopMbl 0OyUeHHS

TpynoeMKoCTb
o o
Bup, yuie6moi pabore! 3.e. yac. ceMecTpaMm
9 10

OO6miast  TPyZl0EMKOCTb  JUCLIMIUIMHBI  TIO 5 180 7 108
y4eOHOMY TJIaHy
KonTakTHas pabora 74 36 38
Jlekumu 28 14 14
IIpakTHueckue 3aHATUS 44 22 22
KoHcybTanus 2 2
CamocTrosiTesibHasA padora 70 36 34
3aueT C OL|eHKOM +
JK3aMeH 36 36




4.2. TemaTnueckui 1/1aH, CTPyKTypPUPOBaHHBIM 110 TeMaM (pa3jenam) C
yKa3aHHeM 0TBe/JeHHOI0 Ha HMX KO/IMYeCTBa aKa/[eMHUYeCKHX YacoB ¥ BU/I0B
y4eOHBbIX 3aHATHI /151 04HOU (hopMBI 00yUeHHsT

KoimuyecTBO 4acos 1o
BH/|aM 3aHATHH =
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9 cemecTp
Paspesn 1. TeopeTueckue OCHOBbI MOHUTOPUHIA 72 114 22 36
3aLMIEHHOCTH
3aueT C OLIeHKOM +
HUTOro 3a 9 cemecTp 72 (14| 22 36
10 cemecTp
Paszpen 2. [IpoekTpoBaHye CUCTEMbI MOHUTOPUHIA 70 | 14| 22 34
KoHcypTaium 2 2
JK3aMeH 36 36
utoro 3a 10 cemecTp 108 | 14 22 2 36 34
Bcero 180 [ 28| 44 2 36 | 70

4.3 CopeprkaHue AUCHUITHHBI JIs1 09HOH () OPMBI 00yUeHUs1

Pa3pgen 1. TeopeTnyeckue 0CHOBbI MOHUTOPHUHIA 3alL{UILEHHOCTH

Jlekymu. OcHoBHBIe TOHATHA. CTpykTypa cuctembl. OCHOBHBIE TIOHSTHSA
MOHUTOpUHTa COOBITHH. MeTogel cbopa uHbOpMaid 0 COOBITUSAX. MeTogbl
06pabotku uHboOpMaiud O cobObITUsAX. CTPyKTypa CHCTEMBl MOHWTOPHHTA.
[IporpaMMHO-TexHHUYeckasgs 4acTtb cucteMbl. Crtpykrtypa SIEM.  AreHThl
MoHuTopuHra. CepBep coObITHI. XpaHunuile JaHHbIX. KOHCOJb yIipaB/ieHUsl.
JJokyMeHTallMOHHasA ¥ KaJpoBas YacTA CUCTeMbl. 3aJaud TepcoHasia CUCTEeMbI
MOHUTOpUHTA. PO/ mepcoHana: CUCTEMHbIA aJMUHUCTPATOpP, aAMUHUCTPATOP
rvH(OpMaI[MOHHONW 06e30MacHOCTH, OTlepaTop, aHaJUTHK. HopMaTHBHBIE TOKYMEHTHI.
[ToruTKa MOHMTOpUHra WHGOPMAI[MOHHBIX cucTeM. Buasl uHbOpMauuu WU
OCHOBHBIE MeTOZbI €ee 3allUThl. Buawl yrpo3 wuHGOPMAaIMOHHON 6e30IacHOCTH
Poccuiickon ®epepauyn. IIpyuumHbl, BUABI, KaHadbl YTEYKA W HCKaXKEHUS
vHpopmaluu. TexHuueckure cpeicTBa U MeTO/IbI 3all[UThl MH(OPMaI[UH.

IIpakTuuyeckue 3aHATUA. AHami3 puckoB Ub. [loArotoBka Kk MeHeKMeHTY
uHiuaeHToB Ub. TTomtrka 06paboTku coo01ijeHHi 0 COOBITHSAX M UHIUAeHTaxX Mb.
Cos/laHve Tpynibl pearipoBaHusl Ha UHIUAEHTbl MHGOPMAaIIMOHHON 6e30MacHOCTH.
Vcrnosib30BaHHe CHCTeMbl MeHepkKMeHTa UHIUAeHTOB WbB. OOHapykeHue W
orioBelijeHe 0 cobbiTHsiIX WMB. OTueTbl 0 COOBITMSIX W MHIUMAEHTaX WH-
cdopMaloHHOM 6e30MacHOCTH.




CamocrositenibHasAs padora. CoObiTHe HWHGOPMAIMOHHOW 6€e30TMacHOCTH.
WurmyaeHT  wHbopMaloHHOM  6Ge3omacHocTH.  CTPYKTYpHBIM — TOAXOJ K
MeHe)KMeHTy uHOuAeHToB WMb. Otanbl MeHemxkMeHTa wuHLUAeHTOB Ub.
MeHemKMeHT 1 aHa/u3 puckoB Vb, MHNMAeHThI HHGOPMAI[MOHHOH 6e3 0rmacHOCTH
U UX TIpUuYMHbL. [l1aHUpOBaHWe Y MOATOTOBKA K MeHeIKMeHTYy WHUUAeHTOB Ub.
[Tomutrka 00pabOTKM coobieHnii 0 coObiTHAX U uHIUAeHTax Kb. Ctpykrypa
MeHepKMeHTa  uHIuAeHToB Wb,  [lomvTtuka  MeHemKMeHTa  UHIMEHTOB
vHbopMaloHHOW  6e3omacHocTu. [IporpamMma  MeHe[)KMeHTa  WHIU/I€HTOB
vHbopMallMoHHOW  Oe3ormacHOCTU.  [TO/IMTMKA ~ MeHe/P)KMeHTa  pUCKOB U
vHbopMaloHHoN 6e3omacHocTy. Co3/aHye TPYIIb pearipoBaHUs Ha WHIU/IEHTHI
uHGOpPMaI[MOHHOM  Oe3omacHOCTH. Mcronb3oBaHWe  CHUCTeMbl  MeHePKMeHTa
uHiuAeHToB MB. OO6HapyxeHue u omoBelijeHHe 0 cobObiTusix KWB. OrleHka u
TIPUHSTAE peIleHHN MO0 COOBITUAM/UHIIMAeHTaM. PearpoBaHue Ha WHI[UAEHTHI.
Anamu3 uHuugeHToB Vb U nipouiecca MeHe)kmeHTa UHLUUAEHTOB Mb. YnyulneHue
aHasim3a pUcKoB U MeHe>kmeHTa Ub.

PexkomeHnyemas iuTeparypa:

OcHoBHast nuteparypa: [1];

HonoynHuTtenbHasi auteparypa:[1,2]

Pa3pen 2. IIpoekTupoBaHue CUCTEMbI MOHUTOPHUHI'A

Jlekuuu. O6cniefoBaHve MH(OPMALMOHHOW cucTeMbl. MpeHTUUKaLMS
OCHOBHBIX MCTOUHMKOB COOBITHI 6e3011acHOCTH, OTpejiesieHre TeXHOJIOTUU cOopa,
XpaHeHUss U 00paboOTKu [aHHBIX. DopMupoBaHUe TpeOOBaHUN K apXUTEKType U
(YHKLIMOHA/IbHBIM ~ BO3MOXXHOCTSIM ~ CUCTEMbl MOHUTOPHHIra HWH(OPMAaLMOHHO
6e3omacHoctu. Ctpyktypa SIEM. Arentsl MonHuTOopuHra. CepBep COOBITHI.
Xpanunuile gaHHbix. KoHcosb  ympaBnenusi.  Bwibop  o6opyzoBaHus U
nporpaMMHOro obecnieueHusi. KoHdurypaius o0opyAoBaHHsSI M MPOTrPaMMHOIO
obecrieuenust. [Topsjok BHejpeHus1, cxemMa MH(GOPMALIMOHHbBIX TTOTOKOB, TpeboBaHuUs
K BHEIIHEMY OKDY)KeHHUIO CUCTeMbl MOHUTOPUHra. [InoTHOe BHepeHre. TeCTOBbIU
paiioH. AmpoOaiusi  peirieHui. KoppekTHpPoBKa cCHCTeMbl. [IpOMbIIIIEHHOE
BHeZipeHWe. OpraHusalus o0ydeHHsi TepcoHasa. TexHU4Yeckoe COTPOBOXK/EHUe
npoekTa. PearvpoBaHve Ha WHIUAeHTbl. Pa3paboTka HOBbIX TIpaBU/ aHaIM3a
CcOObITMII  MOHUTOpUHra. [IporpaMMHo-amnmapaTHble CpeAcTBa  ObecrieueHust
nHpopMalMoHHOM Oe3oracHocTH. TecToBble WCTBITAHUS MPOTPAMMHBIX CPeJCTB
3alUThI. 3amuTra OT YyTeuek I0 KaHany I[IOMMWH, 1o akycTtuyeckoMy U
BUOpPOAKYCTHUECKOMY KaHajiaM. AHaju3 CeTeBOW TOIOJOTMM M yCTaHOBJ/IEHHBIX
CepPBUCOB.

IlpakTnueckue 3aHATHA. YCTaHOBKA M Hactporika MaxPatrol SIEM.
Ynpaenenve KomrbloTepamu B MaxPatrol SIEM. C6op cobwituit B MaxPatrol
SIEM. Pabora c wunummaeHtramu B MaxPatrol SIEM. Pabora ¢ oruetamu u
MOHUTOPUHT B MaxPatrol SIEM.



CamocrosTesibHasA padora. TexHuueckas U Apyras MOAAep>KKa pearupoBaHus
Ha WHIUZEHTbl HWHGOPMAIMOHHONW 0e301MacHOCTU. OJIeKTPOHHbIE 0a3bl JAaHHBIX
COOBITUI/UHITUAEHTOB MIB 1 TexHUUecKHe CpeficTBa it OBLICTPOTO TTOTIOHEHUS U
obHOBneHust 0a3bl gaHHbIX. SIEM-cuctembl: IBM QRadar, MaxPatrol SIEM,
ArcSight, Splunk u gpyrue. TexHonornueckue TpeH/ibl pa3sutusi SIEM-cuctem.

PexkomeHnyemasi iuTeparypa:

OcHoBHas nuteparypa: [1];

HonoyHuTtenbHasi nuteparypa:[1,2]

5. MeTouueckye peKoOMeH/al[M1 10 OpraHu3aluy U3yueHUs JUCHUILIMHBI

IIpy peanu3aliy MPOrPaMMbl AUCILUTUIMHBI WCIIO/IB3YIOTCS JIEKI[UOHHBIE M
MIPaKTUYECKHEe 3aHATHS.

OO0LMMU 1Ie/IIMU 3aHATHIN SB/ISFOTCS:

— 0060011eH1e, crucTeMaTH3alys, yriayoieHye, 3akperyieHre TeopeTHYeCKUX
3HAHWM 110 KOHKPETHBIM TeMaM JUCLIATIIMHEI;

— ¢opmMHpOBaHMe yMEHUI TPUMEHSITh I10JyUeHHbIe 3HAHWs Ha TpPaKTHKe,
peanu3alys eJMHCTBA UHTE/JIEKTYa/IbHOM U TTPAKTHUUECKOH IesITe/TbHOCTH;

— BbIpabOTKa TIPpH peIIeHWH TI0CTAaB/I€HHBIX 3a7iau  TpodeCcCHOHATBHO
3HAUMMBIX KaueCTB: CAaMOCTOSITe/IbHOCTH, OTBETCTBEHHOCTH, TOUHOCTH, TBOPUECKOM
VHULIAATHBBL.

LlenstMM JIEKI[UH SIBJISIFOTCS:

- CHCTeMAaTH3VPOBaHHBIE OCHOBBI HAyUHBIX 3HAHWM 110 JAUCIUIUIMHE,
PaCKpbIBaTh COCTOSIHME W TIEPCTIeKTHBBI Pa3BUTHS COOTBETCTBYIOIIEH 00/1acTH
HAYKW U TEXHHUKM;

- KOHI[eHTPUPOBAaTh BHUMaHHE OOYYalOL[UXCsA Ha Haubosiee CA0XKHBIX U
y37I0BbIX BOITPOCAX;

- CTUMY/JMpPOBAaThb MX AaKTHUBHYIO II03HABATE/JIbHYIO [IeITEILHOCTh U
crocobcTBOBaTh (POPMUPOBAHUIO TBOPUECKOI'O MbIIIIEHHSI.

B Xo/le MpaKTUUeCKOro 3aHATHSA 00eCcreurBaeTCs IMPOLECC aKTUBHOIO
B3aMMO/IeHICTBHSI 00YUAOIIMXCsI C TIpero/jaBaTesieM; proOpeTarTCcs TPaKTUYeCKHe
HaBbIKM W yMeHusi. LleM MpPaKTHUECKOTO 3aHATHS: BbIpaOOTKA IMPAKTHUUECKUX
yMeHUIi M TpUOOpeTeHHe HaBBIKOB, 3aKpeIyieHWe ITPOMIeHHOro MaTepHaia IIo
COOTBETCTBYIOII[EHM TeMe JUCIIUITIMHBI.

CamocrosiTennbHasi paboTa oOyvyarOImMXCsA HarpaBjieHa Ha YriayOneHWe W
3aKperjieHre 3HaHWK, TOJyUeHHBbIX Ha JIEKIUAX WU JAPYTHX 3aHATHUSX, BbIPAOOTKY
HABLIKOB CaMOCTOSTE/IbHOI'O aKTHBHOTO IPUOOPETeHHs HOBBIX, JOIOJHUTEIbHBIX
3HAHUH, MOATOTOBKY K IPeICTOSIIAM 3aHATHSIM.



6. O1jeHOUHbIe MaTepua/bl M0 JUCLUIIINHE

TeKymuid KOHTPOJIb YCIIeBaeMOCTH obecIieurBaeT OlleHHBaHHEe Xo/a
OCBOEHUS JUCLUIUIUHBI, TIPOBOJAUTCS B COOTBETCTBUM C COZEPKaHUEM [UCLIUIIIUHBI
T0 BY/IaM 3aHATUM B (hopMe Ompoca U TeCTUPOBAaHUSI.

IIpomexxyTouHas arrecralus obecrieunBaeT OlleHHWBaHKE MPOMEeKYTOUHbIX
Y OKOHYaTe/IbHbIX Pe3yJbTaTOB 00ydeHUs IO AWCLUIIMHE, TIPOBOAUTCSA B (hopme
3a4eTa C OL[eHKOM B 9 cemecTpe U 5K3aMeHa B 10 cemecTpe.

6.1. IIpumepHbIe OLleHOYHBIE MaTepHa/IbI:
6.1.1. Texyiero KoHTpo./IA
‘TUII0BBIE BOIIPOCHI /I OIpoca:
1. O6mwasi ™Mozenb Tmpolecca ayguTa uH(OpMalMoHHONW 6e30macHOCTH
00BeKTa
2. Meronsl  ouLeHKHM  MHGOPMAIMOHHOW  0€30MacHOCTH  3alUILEHHBIX
aBTOMaTHU3WPOBAHHBIX CUCTEM.
3. Oranbl, TIpoueAypbl  ayAauTta  WHGOPMAIMOHHOW  6e30macHOCTH
3alMIIEHHBIX aBTOMaTU3UPOBAaHHBIX CUCTEM W OpraHU3aLui.

TunoBble BONMPOCHI /ISl TECTA:

1. Kakuie pecypchl UCTIONB3YIOT TIPU TTIOCTPOEHUM MO/IeTd UH(MOPMALIMOHHBIX
10TOKOB B ['PUD?

['pyTimbl TI0/Ib30BaTe el 1 Mpaea JOCTyIa

Cepgep 1 pabouasi CTaHLIUS

PUCKH ¥ KOHTPMEPHI

2. ITo kakum yrposam B cucteme [ PUD He orieHMBaeTcs yiep6?
KoHduaeH1paasHOCTH

LlenocTHOCTH

oCcTOoBEepHOCTH

HoCTynmHOCTh

3. Kak noBiusieT Ha Beca CpefCTB 3allUThl OTBeT «llo/0KeHus TMOJUTUKU
BHEe/IpeHbI YaCTUYHO» Ha MepBbIM BOTIPOC pa3zesia O TOJUTHKe 0e301MacHOCTH?

He nosnuser

IIpypaBHSAeT K HYJIIO

BeI3oBeT ymeHblIeHHe

Bri3oBeT poct

4. Kakue faHHbIe HeJlb3s YKa3aTb [IPU 3ajaHuu KOHTpMep B cucteMme I'PUD?
CTOMMOCTb BHEJpeHUs

Bo3moxkHoe cHWxeHUe 3aTpat Ha Vb

CpoK BHeZjpeHUs1 KOHTPMephbl



Ha3BaHnue /j1s1 oTyeTta

5. Uto noHnMaeTcs 1o, 3p¢eKTUBHOCTBIO CPe/ICTBA 3allUThl MH(OPMAaLK?

[Toka3arenb OLICTPOJEMCTBUS CUCTEMBI B YCJIOBUSIX WCTIOH30BAHUS CPE/ICTB
3alUThl UHPOpPMaLIUU

Kos¢ddurmeHT cHM>KeHUs1 YPOBHSI PUCKA M0 OTHOIIEHUIO K TTePBOHAYA/IbHOMY
YPOBHIO

CrereHb BAMSHUS Ha 3all[UIIEHHOCTb WHQOpMalMM W pabouero mecra
TPYNIIbI TTO/Ib30BaTe/1en

CyObeKTvBHasi OLleHKAa 3KCIepTaMd KOPPEKTHOCTU (PYHKIIMOHHWDPOBAHUS
Cpe/iCTBa 3allUThl UHGOPMALIUU

IIpumepHbIN NepeuyeHb BONPOCOB BEIHOCMMBIX Ha 3auUeT C OLIeHKOH

OcHoBHbIe NTOHATUSI. CTPYKTypa CUCTEMBI.
OCHOBHbBIe TTOHSITHSI MOHUTOPHHTA COOBITHM.
MeTo/ibl c6opa MHGOPMAaILUK O COOBITUSIX.
MeToib1 06paboTKM MH(POPMAIIUK O COOBITHSIX.
CTpyKTypa cuCTeMbl MOHUTOPHUHTA.
[IporpaMMHO-TeXHUUECKast YaCTb CUCTEMBI.
7. Ctpykrypa SIEM. ArenTthl MoHUTOpUHIa. CepBep COOBITHI. XpaHWIUIIe
JaHHbIX. KOHCOMB yrnpaBieHusI.
8. [JokyMeHTal[MOHHAasl U KaZpOBasi YaCTU CUCTEMBI.
9. 3amauu nmepcoHasia CUCTeMbl MOHUTOPUHTA.
10. Poru  mepcoHana:  CHUCTEMHBIM — aJMUHUCTPATOp, aJMHUHHUCTPATOP
MH(POPMAaLIMOHHOM 6€301MacHOCTH, OTlepaTop, aHa/IUTHK.
11. HopmaTuBHBIE JOKYMEHTbl MOHUTOPUHTA 3all[AIL[eHHOCTH.
12. TTonuTMKa MOHUTOPUHIa MH(POPMALIMOHHBIX CUCTEM.
13. Buabl vH(OpPMAaLMM U OCHOBHbIE METO/IbI €€ 3allUThI.
14. Buzpl yrpo3 uHdopmaiioHHoi 6e3omacHocTy Poccuiickoit deseparum.
15. ITpyuunHbI, BUZibI, KaHa/bl YTEUKU U UCKa)KeHUs] UH(HOPMaLUU.
16. TexHuyeckue cpe/iCTBa U MeTO/IbI 3allIUThl UH(POPMaI[UH.

DA W=

IIpumepHbIii NepeueHb BONPOCOB BLIHOCUMBbIX Ha 3K3aMeH

1. dopmupoBaHue TOIUTHUKU yIipaBjieHus uHUUAeHTamu WMb. OcHoBHOe
Cco/ieprKaHue TOJIUTHKY yripaB/jieHus uHiugeHTamMmu Ub.

2. Co3panuve rpymnbl peardpoBaHus Ha uHOuAeHTbl KMb. Llens co3panus.
Posu rpyninel pearupoBanus Ha UHLKMAeHTbI b .

3. TlogroroBka K 00paboTke uHIMAeHTOB Wb. Knaccudukaims WHIUAEHTOB
Wb 1o 3HaUUMOCTH.

4. ObecrieueHre OCBeJOM/IEHHOCTH W OOyueHHe YIIpaB/eHUI0 WHLIUIeHTaMH.
Llenb ocBemomsienuss 06 ympaBaeHun wuHIOUAeHTamMmu WB. llenb oOyueHus
yIipaBjieHuto vHIuaeHTamu Mb.



5. TecTtupoBaHue crcTeMbl yIipaBjieHUs uHLUMgeHTamu Ub.

6. TlepBuuHasi orjeHKa cobbiTuii Ub. Llesib TipoBesieHUs] TIEPBUYHOM OL[eHKH.
[TocnenoBaTenb HOCTb JeHMCTBUM NPU NPOBEI€HNUY NTEPBUYHOU OL[€HKH.

7. BropuuHas oueHka uHimaenta Ub. Llenb npoBeseHusi BTOPUYHOM OLIEHKU.
[TocnenoBaTenb HOCTb JEHMCTBUM NPU NPOBeJ€HUY BTOPUUHOM OLIEHKHU.

8. CnepykuBaHue, ycTpaHeHue UHLMAeHTa VIb 1 BoccTaHOB/IeHUe T10C/Ie Hero.

9. ®opmMupoBaHUe U XpaHeHHWe CBUJeTeIbCTB MHLUAEHTOB Mb.

10. OmipefiesieHrie MHIMIeHTa HEABTOPHU30BAHHOIO A0OCTyIA. Llesin vHIMaeHTa
HeaBTOPU30BaHHOI'O JOCTYIIA.

11. OmnpesienieHie  MHLWJIEHTa OTKa3a B oOcCayXvBaHWM. llesd WHIMAEHTA
OTKa3a B 00c/y>kuBaHUU. [IprMepbl UHI[UAEHTOB OTKa3a B 00C/Ty)KUBaHUU.

12. Onpepnenenvie uHUMAeHTa cbopa uHpopmaruu. Llenu wHLMAeHTa cbopa
vH(pOopMaLuu.

13. Omnpeieniene  MHLKMJEHTa BHeJpeHUsI BpeJOHOCHOro koza. CpexacrBa
peanu3aluM UHLM/JEHTa BHeJIpeHUs1 BpeOHOCHOr 0 Koja. Llenu nHuygeHTa.

14. Onpepeniene  WHLUAEHTAa  HECOOTBETCTBYIOLEIO  UCII0/Ib30BaHUS.
[IpyMepbl MHLMIEHTOB HECOOTBETCTBYIOLLIEr0 UCII0/Ib30BaHUSI.

15. Ctpareruu ympaB/ieHUs] HeINpepbIBHOCTbIO (yHKLUHMOHMpPOBaHUS AC s
MOMEILEHUN U TeXHOJIOTHUM.

16. CTpareruu ympaB/ieHUs] HeIpepbIBHOCTBIO (yHKIMOHUpOoBaHuss AC ass
JaHHBIX.

17. CTpareruu ympaB/ieHUs] HeINpepbIBHOCTBIO (yHKI[MOHUpoBaHuss AC ass
I1OCTaBIIUKOB.

18. Ctpareruu ympaB/ieHUs] HeINpepbIBHOCTBIO (PYHKLMOHUpOBaHusg AC s
KOMIIbIOTEPOB.

19. Ctpareruu ympaBieHUs HENpepbIBHOCTBIO (PYHKLMOHUpOBaHusg AC s
CepBepoB.

20. CTpaTerum yrmpaB/ieHHs HeIpepbIBHOCTBIO (yHKIMOHMPOBaHusg AC s
JIOKAJIbHOM CeTH.

21. ITpuBectu mnpumep dopMbl coobijenus «Otuer o cobbituu  Mb»
COTPYAHUWKA, OOHApPY>KUBILIETO HEINTaTHYI CUTYal[Hi0, UMEIOIyI0 OTHOIIeHhe K
UB.

22. ITpuBectu mipumep Gopmbl coobmenuss «Otuer 00 wuHIMgeHTe Wb»
corpyaauka 'PVB, npoBouBIiiero nepBUYHYyIO OI[eHKY coObITHIT MB.

23. IIpyBecTy mpuMep MaTpULbl [Jis OIlpefesieHus] 3HaUMMOCTU UHLY/JE€HTOB
HeaBTOPU30BaHHOI'O OCTYIIA.

24. OnpefenvTh TpeZiBeCTHUKU U yKasaTe/ld UHLIWIEHTOB HeaBTOPU30BaHHOIO
JloCcTyma.

25. Onpepenmdte  Mepbl TI0  CAEP)XUBAHWIO, YCTPAaHEHUID WHLUJEHTOB
HeaBTOPM30BaHHOI'O JOCTYIIa U BOCCTAHOB/IEHUIO T10C/Ie HUX.

26. IlpuBecTy mpuMep MaTpULIbl AJjI OTpee/eHUusi 3HAUMMOCTH WHL[MEHTOB
OTKa3a B 00C/Ty>KMBaHHUM.

27. OnpefeniTh IpefBeCTHUKM M yKasaTeld UHLUJEHTOB OTKas3a B
00C/Ty>KUBaHU.



28. OripefemiTh Mephl M0 CAepPKMBAHUIO, YCTPAHEHUIO WHLMJEeHTOB OTKasa B
00C/Ty>KMBaHUM Y BOCCTAHOBJIEHHIO TI0C/IE HUX.

29. IlpuBecTy Tip¥Mep MaTpHLbl [/ OIpeje/ieHUs 3HAUMMOCTU WHLIUJEHTOB
cbopa nHdopmarn

30. Onpesie/iiTh TIpeIBECTHUKY U yKa3aTe/d UHIAJeHTOB cOopa MHbOpMaIUH.

31. Omnpeie/iiTh Mephbl TI0 CAEP)KWBAHWIO, YCTPAaHEHWIO WHIWEHTOB cbopa
vMH(OpMaLMY U BOCCTAHOBJIEHUIO TIOCJIE HUX.

32. IlpuBecTy mipuMep MaTpULIbl AJjI OTpeze/eHUus 3HaUMMOCTH WHLAIEHTOB
BHeZIpeHUsI BpeJOHOCHOTO KO/a.

33. Onpegenmire NpeABEeCTHUKM UM yKas3aTeJu WHUUAEHTOB BHEAPEHUs
BPEJIOHOCHOTO KO/Jja.

34. OripefiesiiTe  Mepbl 10  CAEpP)KUBaHUIO, YCTPAHEHUID MHLIUEHTOB
BHe/|peHNs BPeJOHOCHOI'0 KO/la U BOCCTAHOBJIEHUIO T10CJIe HUX.

35. IlpuBecTy rippuMep MaTpuLbl [/ OIpeje/ieHUs 3HAUMMOCTU WHLIUJEHTOB
HEeCOOTBETCTBYIOLLIETO UCI0J/Ib30BaHUS.

36. Onpenenvutb rpeBeCTHUKU 5 yKasaTe/u VHL[A/IeHTOB
HEeCOOTBETCTBYIOLLIETO MCIO/b30BaHUus. OnpenenuTs Mepbl TI0 Clep’KUBAHUIO,
YCTPaHEHUO VIHLIU/IEHTOB HEeCOOTBETCTBYHOLLETO WCII0/Ib30BaHUsA 51
BOCCTaHOBJIEHUIO M10CJIe HUX.

6.2. I1Ika/ia onjeHMBaHUSA Pe3y/IbTaTOB MPOMEXYTOUHOH aTTeCcTaluM U
KPHUTEpPHH BbICTAB/IE€HNSA OLIEHOK

dopma IToka3arenu
KOHTPOJI | OLIeHMBaHUS Kputepuu BbICTaB/IeHUsA OI[€HOK
s

IIIkana
OLIeHUBAHUSA

OK3aMeH, | MPaBWILHOCTh | laH TpPaBWIbHbBIN, TIOMHBIA OTBeT Ha OTJIMYHO
3a4eT C 1 TIOJTHOTA MOCTaB/IeHHBIM  BOMPOC,  TIOKa3aHa
OLIeHKOM OTBETa; COBOKYITHOCTb OCO3HaHHBIX 3HAaHUW O
BBLITIOJTHEHWE | AUCLUIUIMHE, [0Ka3aTeJbHO PaCKpPBITHI
KOHTPOJIbHBIX | OCHOBHbIE T0JI0KEHUsI BOTIPOCOB; MOTYT
HOPMAaTUBOB | OBITh JIOTTyIIeHbI He/I0UeTHI,
WCTIpaB/ieHHble  CaMOCTOSITE/IbHO B
Trpoliecce OTBeTa.

JlaH MPaBWIbHBIM, HeJOCTaTOYHO MOJHBINA XOpOIIO
OTBET Ha  TIOCTaBJeHHBIA  BOTIPOC,
TI0Ka3aHo yMeHue BBIJIE/TUTD
CYIIeCTBEHHbIe U HeCyIl[eCTBeHHbIe
TMpY3HAKY, TIPUUMHHO-CJIeICTBEHHbIE
CBSI31; MOTYT OBITh JIOMYILIEHbI HEIOUETHI,
WCTIpaB/IeHHbIe c TIOMOIILIbIO
TIperojaBareJisi.

JlaH HeJOCTaTOUHO TIPaBWIbHBIM U | YZOB/€TBOPUTEILHO
TTOJTHBIN OTBET; JIOTUKA u
T10C/Ie/I0BaTe/TIbHOCTh U3JI0KEeHUSA
HMMEIOT HapyIeHus; B oTBeTe
OTCYTCTBYIOT BbIBOJbI.

OTBET rpe/iCTaB/IsIeT co00ii | HeY/I0BJIETBOPUTE/Tb
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Pa3pO3HEHHbIE 3HAHUA C HO

CyLL|eCTBEHHbIMHU omrbKaMu 1o
BOIIPOCY; TIPUCYTCTBYIOT
(bparMeHTapHOCTb, HEeJIOTMYHOCTb
V3JI0’KeHUS; JIOTIO/THUTE/IbHbIE u

YTOUHSAIOIHME BOIIPDOCHI HE TIPHUBOJAT K
KOPpPE€KLIMH OTBETA Hd BOITPOC.

7. PecypcHoe obecrieueHue AMCIUIITAHBI.
7.1. JIunieH3UOHHOE ¥ CBOOOIHO paCIpOCTPaHAeMoe MPOorpaMMHOe
o0ecreueHue
[TepeueHb /HIEH3MOHHOTO W CBOOOJHO PacHpOCTPaHSIEMOr0 MPOTPAaMMHOI0O

obecrieueHusi, B TOM YKCJie OTeYeCTBEHHOTO MPOU3BO/ICTBA:

1. Astra Linux Common Edition penu3 Open - omnepaijuoHHasi CUCTeM
obriero Ha3HaueHus. JIureHsust N°217800111-ore-2.12-client-6196.

2. Astra Linux Special Edition - omnepanuoHHasi cucrtema o001iero
HasHaueHus1. JIumen3ust N°217800111-alse-1.7-client-medium-x86_64-0-14545.

3. Astra Linux Special Edition - omepammoHHas cucTema 001iero
HasHaueHwus1. JIuieH3uss N°217800111-alse-1.7-client-medium-x86_64-0-14544.

7.2. IlpodeccuoHanbHble 0a3pl JAaHHBIX W  UHGOPMAILOHHBIE
CIIpaBOYHbIE CUCTEeMbI

1. [TopTan OTKPBITBIX JTAaHHBIX Poccuiickoi deneparyuu
https://data.gov.ru/ (cBoOO[HBIN AOCTYTI).

2. denepanbHBIA MopTan «Poccuiickoe obpa3zoBaHue» http:/www.edu.ru
(cBOOOIHBIN AOCTYTI).

3. Cucrema o@uLMasbHOTO OMyOJMKOBaHUSI TIPABOBLIX aKTOB B
3/1eKTPOHHOM BU/e http://publication.pravo.gov.ru (cBo6oAHbBIN JOCTYTI).

4.  DneKTpoHHas bubnoTreka yHUBepCUTeTa
http://elib.igps.ru (aBTOpHM30BaHHBIN AOCTYM).

5. OnekTpoHHO-OMOMoTeuHass  cucreMa «3BC» IPR BOOKS»
http://www.iprbookshop.ru (aBTopu30BaHHBIN 1OCTYTI).

6. OneKTpoHO-0MbMoTeuHass cucrema «Jlanb»  https://e.lanbook.com

(aBTOpPH30BaHHbIN AOCTYTI).

7.3. JIutepaTrypa
OcHoBHag suTeparypa:
1. MetenbkoB A.H. 3ammra ciaykeOHOM MHGMOPMAaLMA B TePPUTOPHUAIBHBIX
opranax MUC Poccuu kpunrorpadruecKumMu cpejicTBamMu: yueOHoe rocobue. MUC
Poccuu. - CII6.: CII6Y I'TIC MUC Poccuu, 2022. - 184 c. —
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https://data.gov.ru/
https://e.lanbook.com/
http://www.iprbookshop.ru/
http://elib.igps.ru/
http://publication.pravo.gov.ru/
http://www.edu.ru/

http://elib.igps.ru/?9&type=card&cid=ALSFR-c88b5cba-d40e-4a34-
bf2c-53b6caed6a42&remote=false

2. MertenskoB A.H., ¥YTkuH O.B. OprasusaijioHHO-IIpaBOBbIe U TeXHHUYeCKue
OCHOBBI 3allUThl KOHbUAeHI[ManbHOU HHMopMaiuu B MUC Poccuu: yuebGHOe
rocobue. - CII6.: CIIoY I'TIC MUC Poccuu, 2022. - 216 c. - http://elib.igps.ru/?
10&type=card&cid=ALSFR-5db13d78-75cf-449{-8{61-
04f06a5e0dd7&remote=false

Jlonmo/IHUTe/IbHAaA IuTeparypa:
1. Lensix, A. H. BrigBnenue UHIUAEHTOB WHGOPMAIIMOHHON 0€30MacHOCTH H

MOIIIEeHHUUeCKMX TpaH3aKIMM MeTOoZlaMHd MalllMHHOTO 00yueHusi : yuyeOHOe
nocobue / A. H. Iempix, 3. M. KotoB. — PocroB-Ha-[loHy, Taraupor
N3patensctBo FOxHOTO (pepepanbHOro yHuBepcureta, 2023. — 116 c. — ISBN

978-5-9275-4515-5. — Tekct : smekTpoHHbIM // LludpoBoit obpa3oBaTenbHbIN
pecypc IPR SMART : [cauT]. — URL: https://www.iprbookshop.ru/138009.html
(mara obparienus: 28.02.2025). — Pexkum oCTyTIa: [7151 aBTOPU3UP. TI0/Ib30BaTeIei

2. ©@ummrmoB A.A. OriepaljioHHbIe CUCTeMbI: yuebHOe rocobue / dumunmos
A.A.. — YbSIHOBCK: YJIbSHOBCKUM TOCYZlapCTBEHHbI TEXHUUECKHUN YHHUBEPCUTET,
2021. — 100 c. — ISBN 978-5-9795-2129-9. — TekcT: 3nektpoHHbIM // IPR
SMART: [cauT]. — URL: https://www.iprbookshop.ru/121273.html

7.4. MaTepua/ibHO-TeXHHUECKOe ofecrieueHne

Insg  TipoBefieHUsT W O0eCTeueHWs] 3aHATUM HCIIO/Ib3YIOTCS  TTOMEIIeHYs,
KOTOpbIe TIPeZCTaB/ISAIOT COOOM yueOHbIe ayJUTOPUM AJis TPOBe/ieHHs yueOHBIX
3aHATHN,  TIPeyCMOTPEHHBIX  IPOrPaMMOM  CIel[daJiiTeTa,  OCHAIl[eHHbIe
o0opy/IoBaHHEM W TeXHUUECKHMHU CpPe/ICTBaMH OOyueHHs: aBTOMAaTH3UPOBaHHOE
pabouee MecTO TIperofiaBaTesisi, MapKepHasi J0CKa, MYJbTUMEAUMHBIM TTPOEKTOP,
JIOKYMeHT-KaMepa, 110Ca/IouHble MecTa 00y4Jaroiuxcsl.

[ToMerienust Jyii  CaMOCTOATE/IbHOM ~ pabOThl  OOyUarOIMXCs — OCHAIL[eHbI
KOMITbIOTEDHOW TEXHUKOM C BO3MOXKHOCTBIO TIOAK/IHOUeHUsT K ceTu «VHTepHeT» u
obecrieueHreM [OCTyIla K 37eKTPOHHOM HH(MOpMaI[MoOHHO-00pa3oBaTelbHOM cpejie
YHUBEpCHUTETA.

ABTOpBI: KaHIUAAT HOpUIUYEeCKUX HayK MetesbkoB AJieKcaHp
HukonaeBuu, KaHAMJAT TeXHAUYECKUX HaykK, JgoueHT MartBeeB AJiekcaH/p
Bnagvmuposuu.
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